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OH&NBRO 


.chenbro.com 


High Density, True Redundancy 


In This Issue ... 

Physical Infrastructure 

RackSolutions 16U Office Cabinet. 

This compact, professional looking 
cabinet is ideal for office environ¬ 
ments and comes with a security lock 
and vented front and rear doors. 

Build A Better Data Center 
Through Careful Planning. 

Planning for everything that goes 
into designing a new or renovated 
data center space can be a daunting, 
unpredictable, and complicated task. 

Evaluate Renewable Power & 
Energy Sources. Smaller enter¬ 
prises usually don’t have the scale 
and clout to adopt renewable power 
sources. That doesn’t mean there 
aren’t options still available, though. 

Networking & VPN 

Money-Saving Strategies 
For Building A Network. It takes 
more than a quick network analysis 
to determine your capacity needs and 
what infrastructure needs upgrading. 

Storage 

Troubleshoot Failing Backups. 

The key to solving backup problems 
is to spot them before they grow into 
catastrophes and impact your ability 
to do business. 

Security 

Prepare For Changes In Endpoint 
Security. It’s crucial to have not only 
endpoint security and network security, 
but to make sure those different secu¬ 
rity solutions integrate with one another. 

Evaluate The Possibilities Of 
Security-As-A-Service. Enterprises 
are trading in their on-premises security 
components for cloud-based offerings. 

Clients 

Committed To Equipment Sales 
& Repair. Since the late 1990s, 
Pegasus Computer Marketing has 
been selling and repairing PoS termi¬ 
nals and peripherals and more. 


Mass Storage 

lor Big Ocja*) 


• Optional dual domain ready 

• User friendly serviceability 

- Tool-less top cover 

- Full travel sliding rails 

- Hot plug HDD, FAN & PSU for replacement 

- HDD status LEDs 


RM43260 

4U 60 x 3.5” Bays High Availability JBOD Storage 


Chenbro Micom (USA) Inc. 
Toll Free: 1-866-364-8264 
Email: usinfo@chenbro.com 


http://usa.chenbro.com 
For sales inquiries, please access Sales Inquiry 
from the Service & Support menu. 


RM43260 


RM13604 
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COMPANY TO WATCH 


Committed To Equipment Sales & Repair 

Pegasus Computer Marketing Specializes In Point Of Sale, Barcode, Mobile Computers & Kronos TimeClocks 


Do one thing, and do it well. 
It’s an age-old adage that holds 
true for Pegasus Computer 
Marketing, which has been in 
business since 1987. 

Although the products and 
services the company offers 
have changed through the 
years, driven by the shift away 
from mainframe hardware and 
peripherals, its focus remains 
on being a total used hard¬ 
ware provider for sales, repair, 
parts, and complete systems. 

Since the late 1990s, Pegasus 
has been selling and repair¬ 
ing point of sale terminals and 
peripherals, barcode equipment, 


mobile and mounted comput¬ 
ers, networking peripherals, and 
Kronos TimeClocks. It can ser¬ 
vice nearly any make or model 
and offers new and used parts 
and complete systems. 

Pegasus performs all depot 
maintenance, flat-rate repair, 
sales, and buyouts from its 
7,500-square-foot facility in 
Forney, Texas. 

Having a central location 
allows the company to provide 
the best in technical and sales 
staff expertise and stay current 
on trends and the prices and 
availability of equipment its 
customers use. 


All hardware sold or 
repaired by Pegasus is tested, 
refurbished, and foam-packed 
for shipment by staff right at 
its facility, ensuring total qual¬ 
ity control and the ability to 
quickly turn around emergen¬ 
cy requests from customers. 

The company has stood 
the test of time and, in fact, 
still performs repairs and 
maintenance for some of 
the same retailers that have 
been trusting the company 
since day one, along with 
countless other companies 
that need a quality, reliable 
repair center. 



Pegasus Computer 
Marketing 


• In business since 1987 

• Offers repair, sales, and 
maintenance services all from 
its Texas location 


(800) 856-2111 
www.pegasuscomputer.net 


FEATURED PRODUCT 


Compact, Secure Cabinet 

Full-Featured RackSolutions 16U Office Cabinet 
Ideal For Businesses Without A Dedicated Server Room 


Small businesses and branch 
offices with in-house IT depart¬ 
ments but no dedicated data cen¬ 
ter space or network closet often 
face unique problems. Among 
them is the need to find cabinets 
that can securely house servers 
and other equipment, yet fit in 
with an office environment. 

RackSolutions had those 
needs in mind when it developed 
its new 16U Office Cabinet, 
says Rodger Baldwin, executive 
account manager. “Small busi¬ 
nesses need a cabinet that pro¬ 
vides full security, but they do 
not necessarily have room for a 
full-sized data center cabinet.” 


The compact 16U size means 
the cabinet can fit into small 
spaces, but it doesn’t sacrifice 
quality or features. It has front 
and rear lockable doors with 
large perforation to optimize 
airflow. In addition, while the 
doors on many cabinets only 
open 90 degrees, the doors on 
the 16U Office Cabinet swing 
to a full 180 degrees, making 
it much simpler to install or 
remove equipment, especially 
in tight spaces, Baldwin says. 

The cabinet’s construc¬ 
tion includes security features 
that exceed the requirements 
of larger data center cabinets, 


including secure 
cabinet side panels 
and a latch with 
a key lock. Other 
standard features include verti¬ 
cal cable management bars and 
casters for easy portability. 

As with all racks and cabinets 
from RackSolutions, the 16U 
Office Cabinet is extremely ver¬ 
satile. The new cabinet has a 
weight capacity of 3,000 pounds 
and square holes for rack 
mounting. Additional options 
include added security in the 
form of a combination or bio¬ 
metric lock, add-on shelves, 
rails, drawers, and KYMs. 



RackSolutions 16U 
Office Cabinet 


Compact, professional look is 
ideal for office environments 
Security lock 

Vented front and rear doors 


Rack 

Solution^ 


(888) 903-7225 
www.racksolutions.com 
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Recortec, Inc. 

23” Rack mount Monitor 


- Mounts in 8U with mounting brackets to fit 19” rack width. 

- 1920 x 1080 resolution, 5,000,000:1 Dynamic contrast ratio. 

- 178/178 degree viewing angles. 

- EPEAT Gold Rated, Energy Star 5.0 & RoHS Compliant. 

- Options for mounting in 24” rack width. 

- Made in USA by Recortec, Inc. 

-10.1” thru 23” rack mount monitors available. 

Email: sales@recortec.com for more products. 



Total Cable Solutions 
Color Power Cables 



Sick of seeing the black labrynth of plain power cables? 

Then let Total Cable Solutions bring some color to your data 
center. TCS color power cables can help differentiate between 
main and redundant power. By using precise lengths, these ultra- 
flexible cables allow smooth installation while saving significant 
cabinet space. Expertly designed for your lab or data center, TCS 
color power cables are all UL certified and RoHS compliant. 


(800)729-7654 | www.recortec.com 


(888) 235-2097 | www.TotalCableSolutions.com 


PROCESSOR 


THE INSTANT ACCESS YOU NEED. 

www.PR0CESS0R.com 


SIGN UP TO RECEIVE THE DIGITAL EDITION . . . 


IT'S FREE 

STEP 1 . Go to 

www.Processor.com 
STEP 2. Click on Newsstand 

( ^ EW! Newsstand 

STEP 3. Click Subscribe Now! 
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24/12/8 Modular UP Server Nodes in 3U 

High-Density • High-Performance • High-Efficiency • Easy-to-Service • Cost-Effective 
Optimized for Cloud Computing and Web 2.0 



Intel* Xeon* processor 
E3-1200v3 series 


SC2013, Nov. 18-21 5 ', Booth#3132 
Colorado Convention Center 


Hot-pluggable Nodes in 3U 

2 nodes per each of 12 hot-pluggable sleds 
(Front I/O) 

SYS-5038ML-H24TRF 















S3 


Double PN 24-14700-002 


GSA Contract# G S -29F-0133G 

56-01 55th Avenue, Maspeth, New York 11378 
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Paying primary site rates for your secondary site? 


Check out Mainstream’s Little Rock data center for reliability and good value. 




Scan to learn 
more about 
Mainstream 
Technologies 



Perfect failover site: 

• Former Federal Reserve Bank building with robust physical security 

• Redundant critical power & cooling 

• Multiple Internet providers on independent feeds 

• Desirable geographic location outside seismic or hurricane zones 

Implementation options: 

• CO-LO 

• IAAS 

• Managed services available 

Affordable 

• Low-cost power 

• No sales tax on hosting services 

Quality brand 

• Established brand with 17-year track record & growing 

• Best practices in IT 

• SSAE 16 Type II Audited 

• MSPAIIiance UCS Certified (Unified Certification Standard) 

• Inc. 5000 list of fastest-growing private companies 2 years in a row 



m <?i MAINSTREAM 

V TECHNOLOGIES 


MANAGED SERVICES • CUSTOM SOFTWARE • HOSTING 


325 West Capitol, Suite 200 • Little Rock, Arkansas 72201-3552 • 501.801.6700 • AAainstream-Tech.com 


BayTech 


37 ears Made in the CdSA 


www. bay tech, net 


Unique Features 





SENSOR INPUTS 


i All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresholds 
are met. 

i Optional Outlet Metering with Efficiency 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitoring equipment for efficiency with power factor. 

i High Retention Cl 3 Receptacle 

Reliable integrated locking clips assure power cord retention. Unique 
to the industry and does away with nuisance wire clips. 

i Reliable PCB Power Distribution 

ISD’s (Insulation Displacement) connectors are faulty and unreliable! All 
BayTech power solutions use reliable PCB power distribution. 

i Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature and 
humidity probes. 


Control and Circuit Metering-MRP 

Build Custom Power Solutions 
with Standard Modular Product 

BayTech’s MRP Modular Rack Power system provides reliable power 
distribution with maximum flexibility for receptacle selectionand power input. 

BayTech offers three classes of the MRP system. Switched and monitored, 
simply monitored and individual receptacle monitoring. 

User friendly interface for controlling power to receptacles, monitoring Cur¬ 
rent, Voltage, Watts, Temperature, Humidity, and KW Hour Meter. 


Standard Features 

High and Low Density Models 

• 120/208/AC Single Phase 
208/400VAC Three Phase 
20,30,50,60 Amp Support 
On/Off Reboot Control 

• HTTPS, SSH, SSL Access 
Radius, TACACS Authentication 
Tool less Mounting 


Unique Features 

Modular Design 
All Circuit Breakers Monitored 
• KW Hour Meter 
Current, Voltage and Watt Meters 
Integrated Locking Cl3 Receptacle 
(Optional) 

Reliable PCB Power Distribution 


Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 
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Introducing ProGrade 42 

Zero-U Rackmounted Cabinet PDUs With 42 Outlets 


PDV-3201C - ProGrade 42 
Mixed Outlets 

•Per Inlet Power Sensing 

•Link to Expansion PDU 

•Temperature and Humidity Monitoring 

•Network Power Monitoring 

•Locking Outlets 

•Branch Circuit Protection 

•Button Mounting 

PDV-3202M - ProGrade 42 
Mixed Outlets 

•Per Inlet Power Sensing 

•Link to Expansion PDU 

•Temperature and Humidity Monitoring 

•Network Power Monitoring 

•Local LED Phase Monitoring 

•Locking Outlets 

•Branch Circuit Protection 

•Button Mounting 

•208V 2 Phase Power 

•110V Auxiliary Outlet (non-monitored) 



PDUs Direct ProGrade 42 


Branch circuit protection. All PDUs Direct PDUs are 
certified to the UL 60950-1 standard. 

Network monitoring. View power, temperature, and 
humidity levels via a Web browser and receive SNMP-based 
and email alerts when conditions exceed defined thresholds. 

Button mounting. The zero-U button lets you mount the 
PDU in the back or on the side of a cabinet. 

Input current monitoring. Digital LED displays report 
the input current of each phase or branch circuit to help 
prevent overloads in high-density environments. 


PDUs 


direct 


888-751-7387 www.pdusdirect.com 



n’t buy 

t ration 

you? 

et Server Rack Today 


A*. RACKMOUNT 

SOLUTIONS 

Focused on U 

866-207-6631 

sales@rackmountsolutions.net 


The UCoustic™ 
series quiet rack 
42,24 and 12u. 
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ITWatchDogs 


Climate and Power Monitoring Solutions for Your Peace of Mind 




Prevention 
is better 
than recovery 

^ Keep an eye on climate and power 
conditions within the server room 


Get Email, SMS or SNMP alerts when 
specified thresholds are breached 

^ Prevent system downtime, equipment 
failure and data loss 


Mention promo code "DPI 00" to receive free shi pping o n your e nvironmental monitors and sensors. 
Call 512-257-1462 or order online at itwatchdogs.com • sales@itwatchdogs.com 



NOBODY MAKES BETTER DATA CENTER EQUIPMENT. 

THEY JUST MAKE IT MORE EXPENSIVE. 


TRIPPUTE 


DATA CENTER SOLUTIONS 


ARE YOU PAYING FOR THE 

SOLUTION 

OR THE 

LOGO? 


TRIPP LITE. SAME QUALITY PRODUCTS. BUT FOR A LOT LESS. 

At Tripp Lite, we build data center solutions to the most demanding specifications in the industry. 
In fact, 80% of Fortune 500 companies rely on us. From UPS systems to KVM switches, PDUs, 
rack enclosures, network cabling and more, you'll find everything you need to get the job done. 
And you'll get more for your money. 


"We went with Tripp Lite because their products cost 
less but offered features you'd find on more expensive 
competitor models ." 

Russell Moore, Network Manager 

Plainfield Community Consolidated School District No. 202 


Learn how other data center managers saved time and money by choosing Tripp Lite: 
direct.tripplite.com/datacenter 888.447.6227 
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AAVTECH 


888.220.6700 • 401.628.1600 


AVTECH.com 


Prepare for the Unexpected with Room Alert® 


No one knows when or how disaster 
will strike. We just know the poten¬ 
tial is always there. So preparation 
is crucial for minimizing it’s impact 
on computers, networks, users & the 
business. 

When disasters occur, there are 
significant costs in areas that go far 
beyond the simple replacement of 
damaged hardware. This is because 
what happens in the data center 
or other facility effects the entire 
organization. If disaster strikes your 
facility, how it impact business? 

AVTECH has a full line of power¬ 
ful, scalable Room Alert solutions 
for real-time environment monitor¬ 
ing in a computer room, data center 
or other facility. All models arrive 
assembled with easy to install hard¬ 
ware, cables, sensors, easy-to-use 
logging & alerting software, printed 


documentation, unlimited technical 
support and a ‘30-Day Satisfaction 
Guarantee’. Users can typically in¬ 
stall in under 10 minutes. 

Room Alert products monitor criti¬ 
cal environment conditions like 
temperature, power, humidity, 
flood, smoke, room entry, air flow, 
motion and more, alert staff by any 
method and can take automatic cor¬ 
rective action. 



Room Alert products can monitor: 


• Temperature 

• Humidity 

• Heat Index 

• Main/UPS Power 

• Flood / Water 

• Room Entry, Motion 

• IP Network Cameras 


• Smoke/Fire 

• Air Flow 

• Sound, Light 

• Panic Buttons 

• Dry Contacts 

• Switch Sensors 

• Wireless & More 


Protect Your IT Facility... Don’t Wait Until It’s Too Late! 

*AVTECH is the worldwide leader of IT & facilities environment monitoring products. 
Purchase online at EnvironmentMonitor.com . Resellers available worldwide. 


Infra Power 


PDU Inspired by Your Data Center 



Intelligent kWh PDU 

Key Highlights 

• kWh and Amp monitoring 

• Switched & Monitored models 

• Outlet-level measurement 

• Daisy chain ports up to 16 levels 

• Patented IP Dongle for IP Cost Saving 

• SNMP traps and email alerts 

• GUI management software 

• Field replaceable meter with 1.8" LCD 

• Tool less Mounting 

• Temp-humid sensor port x2 

• Circuit breaker monitoring 

• Customization on request 

• NEMA 110V/IEC 208V 
Option : Surge Protection 

EMI Filter 




010101010101010100 

^JS c 0 C Q o 0 □ Q 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


inquiry@austin-hughes.com 

www.austin-hughes.com 

1-510-794-2888 


CyberView™ 


Rackmount KVM & LCD Console Drawer 


1U Widescreen LCD Console Drawer 



• LCD Selections : 

-17" 1920x 1200 
-17" FHD 1080p 
-19" 1440x 900 

• HDMI / DVI / VGA 

• Combo KB / mouse 

• Wide range KVM integration 

• Short depth design of 18.9" only 
( 22.8" with KVM integration ) 
Options : SDI input 

DC power 


Rackmount Widescreen Display Panel 



LCD Selections : 

-17" 1920x 1200 
-17"/21" FHD 1080p 
PIP / Picture by Picture 
HDMI/DVI/VGA/Speaker 
Options : SDI input 

Multi-display control 
Touchscreen 
DC power 


Standalone KVM Switch 



• Matrix Cat6 & DB15 KVM switch 

• Combo Cat6 & DB15 KVM switch 

• DVI KVM switch 

• USB Hub KVM switch 
Options : 03 Remote access 

DC power 


AUSTIN* 

toimh 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


,inquiry@au§tin-huqhe?,cym 


www.austin-hughes.com 
1-510-794-2888 



Standard and Custom 
Cable Solutions 

• SecureSleeves making the connection 
stronger by securing plugs with 
SecureSleeves. Providing a tighter fit on 
IEC cables can prevent inadvertent 
disconnects. 

• Locking IEC Cables protect equipment 
that is vulnerable to vibration. The 
connector cannot be accidentally pulled 
or vibrated out of the inlet. 

• Colored Cables can help distinguish 
various cord functions in a high density 
installation; playing a critical role in 
quick connection identification. 

• Pre-terminated Networking Solutions 
can be installed quickly providing high 
performance and reliability; ideal 
solutions for mission critical data centers, 
temporary networks, central offices, and 
disaster recovery. 



Connect today at 1.800.870.2248 
or email ePDU@hmcragg.com 

< HM CRAGG 

Quality People. Quality Po\A/er. 
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Infra Solution ^ 


Smartcard Access Control for Cabinet 


Upgrade your cabinet with smartcard access control 
less than $ 350 per cabinet 



• Easy & quick installation 

• Designed for IT branded cabinet 

• Universal mounting cut out 

• MiFARE & Proximity compatible 

• Unique coded keys available 

• Free & user friendly management software 

• Fit for left, middle or right door opening 

• Audio & visual alarm while unauthorized access 

Options : Door sensors for audio alarm while unauthorized access 
Double security by master & user cards 

InfraSolution S series smartcard handle is designed for standalone cabinet. 
To look for network and remote control solution, 
please send your inquiry to : inquir y@a ustin-h ughes .com 
www.austin-hughes.com 
1-510-794-2888 


AUSTIN* * 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 




The two piece ABS polycarbonate construction is UL94 VO 
rated, meets NFPA 75 standards, and is easy to install 


PDU °o Cables' 

866.631.4238 pducables.com 


Call for a free quote or 
visit our Online Store at: 
www.pducables.com 




choice 

5” Round Floor Grommet 

The superior choice for 
sealing cable 
cutouts in data 
center raised 
floors. 


Top view 


Utilizing a 
heavy duty 
double layer 
brushed 

grommet rubber 
gasket system, the Air 
Guard 5" Round, incorporates 
a secondary flexible EPDM 
synthetic "rubber" gasket 
material to deliver airtight 
seals around cables. 

Eliminate air leakage and control airflow 
bypass, install the new Air-Guard 5" Round 
floor grommet in raised floor cable cutouts. 


Bottom view 


KVM: Monitor and Keyboard Mount 

2U rack space • 4Post compatible • Includes cable management 
arm and USB/PS2 keyboard with trackpad 
• Mounting depth adjustable from 15.5 - 31.5" (394 - 800 mm) 



Solutions 


www.racksolutions.com/kvms 

Email: info@racksolutions.com 


IAIRBLOCK 

DATA CENTER SYSTEMS 

PolySinr 

The clear 
choice! 

• Class 1 
Fire Rated 

• Made in 
the USA! 

• Ideal for hot 
& cold aisle 



systems 


Designed for Your Data Center 

• Specially formulated thermal plastic urethane, not a PVC. No 
out-gassing, no blooming and reduced cleaning requirements. 

• Better for the environment, no dangerous plasticizers or 
phthalates. 

• Permanent anticstatic properties that will not diminish over time 
like vinyl. 

• Class 1 fire rated with much lower smoke rating. 

• Superior abrasion and tear resistance. 

S|^APLE)( Call your d e 3l er today: 1.800,854,7951 

1 ISOLATION SYSTEMS Email:sales@simplex.net* simplexisolationsystems.com 


Processor.com • Vol.35lss.22 • November 1,2013 • Processor® 




























































l!IND>f® 

CONNECTION PERFECTION 


(888)-865-4639 

www.iindy-usa.com 




USB Port Blocker 

System administrators can physically prevent 
users from connecting Pen Drives, MP3 Players 
and other USB Mass Storage Devices to their 
computers to copy data, introduce viruses, etc. 
The USB Port Blocker is a combined ‘key’ 
and ‘lock’ assembly which plugs into the USB 
port. Simply plug the ‘keylock’ into the port 
and release the latch - the lock remains in place! 
Plug the key back into the lock to remove. Easy! 

• Physically blocks access to a USB port 

• Consists of 4 locks and 1 key 

• 5 different color code versions available: 
Pink, Green, Blue, Orange, White 

USB 2.0 Slimline Active Extension Cable 

• Compatible with both USB 2.0 and USB 1.1 
devices 



ENVIRONMENTAL ISSUES IN 
YOUR SERVER ROOM...EVEN 
WHEN YOU'RE SLEEPING 


• TEMPERATURE 

• HUMIDITY 

• WATER DETECTION 

• POWER FAILURE 
& MORE 




• Connectors: 

Type A USB Male to Type A USB Female 

FireWire Active Extension Cable 

• FireWire Repeater Cable for extending the cable 
length between FireWire devices over distances 
greater than the IEEE 1394 specified limit of 4.5m 

Wireless VGA Compact Projector Server 

• Ideal for use with PowerPoint and other 
presentation applications 

• Connects to the VGA port on your projector 


ONLY SENSAPHONE PRODUCTS CAN CALL 
AND WAKE YOU WITH A CUSTOM VOICE 
MESSAGE DESCRIBING THE SPECIFIC PROBLEM 
WITH SENSOR DETAILS 


MAKE SURE YOU GET THE MESSAGE 


SENSAPHONE' 


REMOTE MONITORING SOLUTIONS 


NOTIFICATION 

VIA: 

• CUSTOM VOICE 
PHONE CALL 

• EMAIL 
•TEXT 

• SNMP 


877-373-2700 


www.sensaphone.com 


SIGN UP TO RECEIVE THE DIGITAL EDITION . . . 


IT'S FREE 

STEP 1. Go to 

www.Processor.com 
STEP 2. Click on Newsstand 

( ^ EW! Newsstand 

STEP 3. Click Subscribe Now! 
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News 


I Gartner, IDC Release Latest Looks At Declining PC Market 

Both Gartner and IDC recently released their reports on the PC market for the third 
quarter, showing continued overall decline with few bright spots. Here are some of the 
key takeaways: 



Year over year, the market declined 7.6%, according to IDC. Gartner pegs the 
decline at 8.6%, marking the sixth consecutive quarter of declines. 

The United States outperformed many other regions, with Gartner’s report showing 
shipments up 3.5% and IDC’s report showing shipments down just 0.2%. 

“The third quarter is often referred to as the £ back-to-school’ quarter for PC sales, 
and sales this quarter dropped to their lowest volume since 2008.” 

-Mikako Kitagawa, principal analyst at Gartner 

“The third quarter was pretty close to forecast, which unfortunately doesn’t reflect 
much improvement in the PC market or potential for near-term growth.” 

-Loren Loverde, IDC vice president, worldwide PC trackers 


I Cell Phone Activities: Then & Now 

More than 90% of American adults now own a cell phone, and the most popular activity is 
sending or receiving text messages. That information, along with more from the latest Pew 
Internet Research Center Internet & American Life Project, helps to shed light on how cell 
phone use has changed in recent years. Here’s a look at common cell phone activities and 
how the percentages changed between 2009 and today. 

□□□□□□□ 



I IDC: Security Spending 
Continues To Be A Priority 

Although manufacturer factory revenues in 
the security appliance market were up 6.1% 
between the third quarters of 2012 and this 
year, unit shipments were down 1.5%, accord¬ 
ing to research firm IDC. Much of the slow¬ 
down in unit shipments is the result of multi¬ 
function appliances. Canada had the highest 
quarterly year-over-year growth, up 17.6%; 
the United States had 8.7% growth during the 
same time period. “Overall, the results in the 
second quarter show that security spending 
continues to be a priority for organizations,” 
says John Grady, research manager, security 
products. Grady says that appliances continue 
to be the most common product choice for 
network security, despite the increased avail¬ 
ability of virtual and SaaS-based solutions. 


Percent Of Cell Phone Owners Who Use The Cell Phone To ... 


Activity 

2009 

2013 

Send or receive text messages 

65 

81 

Access the Internet 

29 

60 

Send or receive email 

27 

52 

Download apps 

22 

50 

Get directions, recommendations, or other location-based information 

28* 

49 

Listen to music 

n/a 

48 

Participate in a video call or video chat 

y** 

21 

“Check in” or share your location 

5* 

8 


*2011 number 
**2010 number 


I 4G Networks To Overtake 
3G Networks By 2016 

Wireless operators are making aggres¬ 
sive investments in 4G LTE networks, and 
mobile device manufacturers are continuing 
to increase the number of smartphones and 
tablets they offer while dropping their prices. 
Those are among the forces combining to 
propel 4G’s share of the cellular subscriptions 
market to increase at a compound annual 
growth rate of 82.2% between now and 2018, 
according to ABI Research. 4G network share 
will surpass that of 3G networks in 2016, ABI 
Research reports, and 4G will account for two- 
thirds of data traffic by 2018. Voice service 
revenue will still account for the bulk of global 
data traffic in 2018. 
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I Collaboration Apps 
Are Becoming More Useful 

Electronic collaboration used to revolve 
primarily around phone calls and messag¬ 
ing, says Monica Basso, research vice 
president with Gartner. Mobile collabora¬ 
tion tools have evolved substantially thanks 
to growing availability of apps and mobile 
Web services for smartphones and tablets. 
The problem is that with so many device 
types, apps, and services in the mix, there 
is fragmentation, which is the opposite 
of what is necessary for reliable cross¬ 
platform collaboration. Gartner sees this 
coming to an end, though, by about 2016, 
at which point it expects most collaboration 
apps will be widely available across most 



device types. “Successful deployments of 
mobile collaboration will need an analysis 
of business requirements—understanding 
the potential risks and restrictions while 
assessing existing investments and obso¬ 
lescence trends,” Basso says. 


I Organizations Need To Invest 
More In Privacy, Gartner Says 

More than a third of organizations consider 
privacy aspects in an ad-hoc fashion. Many 
companies don’t conduct privacy impact 
assessments before major projects. And 
7% do the bare minimum regarding privacy 
laws. Those figures are among the results 
of a recent survey conducted by Gartner 
and create an environment where many 
organizations deem their existing privacy 
activities inadequate. Previous investments 
in privacy have not always paid off, says 
Carsten Casper, Gartner research vice 
president, but organizations need to refocus 
their privacy efforts. “Gartner’s consistent 


observation is that privacy programs are 
only successful if someone is driving them,” 
Casper says. A privacy officer should have 
broad expertise and solid relationship man¬ 
agement and communication skills, he says. 
Once a privacy team is in place, Gartner 
notes that businesses must prioritize privacy 
programs as the No. 1 objective. 


I Get Ready For The Internet Of Things 

The Internet Of Things, the term many 
use to refer to the countless devices that 
contain sensors and are therefore identifi¬ 
able and can exist in a network-like infra¬ 
structure, is poised to change everything, 
according to research group IDC. “I expect 
the current loT use cases are just the tip 
of the iceberg,” says Vernon Turner, an 
IDC senior vice president, enabled by an 
increasingly connected culture, enhanced 
connectivity infrastructure, and ongoing 
development of smart cities, cars, and 
houses. However, IDC notes, challenges 
exist, including a lack of standards and a 
general lack of awareness and other IT/ 
mobility priorities. By 2020, IDC predicts, 
the global installed base of the Internet Of 
Things will be about 212 billion “things,” 
and the market will generate about $8.9 
trillion in revenues. 


I Leadership Needed 
For Digital Transformation 

The convergence of technologies such as 
social media, mobile, analytics, and embed¬ 
ded devices offers great potential for radical 
business change, but business leaders are 
struggling to create a vision for change, 
according to a new study by Capgemini 
Consulting and MIT Sloan Management 
Review. According to the survey, 78% of 
respondents believe the digital transforma¬ 
tion will be critical to their organizations in 
the next two years, and 81% say it will give 
their company a competitive advantage. But 
63% of respondents say the pace of tech¬ 
nology change in their organization is too 
slow and just 36% of leaders have shared a 
vision for this digital transformation. 


I Number Of Tech Industry Jobs 
Grows, But Pace Is Slow 


The tech industry added 103,000 net new 
jobs during the first half of this year, accord¬ 
ing to TechAmerica Foundation. Although 
any growth seems good, the growth rate 
of 1.7% is slower than that of the private 
sector overall, the foundation reports. “We 
are concerned that the rate of growth in the 
technology industry is lagging behind that 
of the overall private sector,” says Matthew 
Kazmierczak, vice president of research and 
reports for the TechAmerica Foundation. 
“Too often we hear from technology hiring 
managers and executives about the difficulty 
in finding qualified and eligible workers.” 
Much of the jobs growth was in the software 
services and engineering and tech services 
areas, the TechAmerica report shows. As of 
June, more than 6 million people worked in 
the tech industry. 




I Large Organizations 
Hiring More IT Contractors 

A new study from Computer Economics 
examined the use of contract workers in IT 
departments among large organizations, 
which the study defined as those with IT 
operating budgets of $20 million or more. 
Researchers found an upward trend in con¬ 
tractor hiring, with contractors representing 
17% of IT staff in 2012 and 15% in 2013. 
That represents a return to years past fol¬ 
lowing a drop to 5.5% in 2010 and 6% in 
2011. The study indicates the trend could 
be temporary as organizations hire for such 
things as mobile app and big data projects. 
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HOW TO 


Create A BYOD Policy 

Take Steps To Make Sure It Works For Your Company 


Creating and implement¬ 
ing a BYOD, or bring your own 
device, policy is a sure sign an 
enterprise recognizes the ben¬ 
efits of employees using their 
own devices in the workplace. 
Developing such a policy also 
recognizes the importance of 
securing the assets employees are 
accessing with those devices. 

But when it comes to BYOD 
policies, there isn’t a one-size- 
fits-all solution. You need to 
create the policy that’s best for 
your enterprise, based on bal¬ 
ancing employee needs and the 
needs of the company. 

Know What You’re Facing 

BYOD opens a can of worms 
where IT considerations are 
concerned, says Christian Kane, 
analyst at Forrester Research. 


“Because the company doesn’t 
actually own the device, it makes 
it much more difficult to dictate 
proper usage and make sure that 
the device is compliant with IT 
policies,” he says. “The appli¬ 
cation issue is definitely some¬ 
thing that makes many firms 
nervous because they can’t actu¬ 
ally control which apps a user 
downloads. Similar to corporate- 
owned devices, firms are also 
worried about data stored in apps 
that have a cloud option to sync.” 

Define The Company’s Stance 

A key component of BYOD 
is establishing company pol¬ 
icy on permitting employee- 
owned devices to access com¬ 
pany assets, says Andrew 
Borg, Aberdeen Group research 
director. “Once permission is 


Get Started 

Forrester Research analyst Christian Kane advises using 
mobile device management (MDM) tools initially, but “ultimate¬ 
ly tools that can better control applications and data will be 
a must.” Such tools are still evolving but on the way, he says. 
Enterprise app stores are notable, as they enable users to get 
corporate tools they need in a self-service fashion, he says. 

Enterprise leaders also must devote time, energy, and a strong 
commitment to the fact that mobile enablement requires IT to move 
away from the traditional stance of one-size-fits-all to a much more 
contextual-based stance focused on who users are and what they 
need to do. This isn’t just a commitment to do mobile; it’s a com¬ 
mitment to change how support works and how IT approaches 
business enablement,” he says. “It means a decision to stop doing 
things that just don’t make sense for IT to do anymore.” 



granted, either implicitly or 
explicitly, it’s more difficult to 
establish policy,” he says. 

Borg stresses “policy before 
action.” Actual policy can vary 
depending on such things as a 
company’s size, if it’s public or 
private, or if it’s regulated or not 
regulated. Ultimately, BYOD 
should involve creating clear, 
well-documented policy regard¬ 
ing ownership and protection 
of company intellectual prop¬ 
erty; requirements for using and 
accessing company data; and 
the ability to enforce policy, 
Borg says. “The technologies 
required to do those three things 
vary, but at a high level that’s 
what is essential,” Borg says. 

Also important is having 
a “robust mobility manage¬ 
ment strategy that considers 
the full life cycle of mobility 
in the organization, not just the 
device and not even the data.” 
Eventually, the strategy should 
entail device, application, and 
content management; perfor¬ 
mance monitoring; and the abil¬ 
ity to enforce policy, he says. 


Key Points 


• A BYOD policy should detail 
which employees are entitled 
to use the program and who 
will enforce the policy. 

• Consider limiting the types of 
devices and operating system 
versions you’ll support. 

• Seek employee input when 
creating a BYOD policy to fully 
understand what employees 
need to do their jobs. 

Seek Employee Input 

Obtaining employee input is 
essential to develop a BYOD 
policy, says Forrester’s Kane. 
“You need to understand how 
these employees work and what 
tools will help them be success¬ 
ful in their jobs. What are their 
pain points? What consumer 
tools do they use today and 
why?,” he says. IT can construct 
a BYOD policy, but it will likely 
fail if not created for employees 
and based on their actual needs 
vs. perceived ones, he says. 
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Kane advises reviewing 
your company’s workforce 
and segmenting it based on 
device need, such as employ¬ 
ees who need access to a tablet 
along with certain tools. Also, 
ensure that tools for managing 
devices and correct security 
configurations are in place. 

After implementing the 
BYOD policy, continuous¬ 
ly engage users as to what’s 
working, what’s not, and where 
policy can improve. “It’s a 
work in progress for most firms 
and going to be an iterative 
task,” Kane says. 

What To Include 

One key to a BYOD program 
is providing employees with the 
exact terms upfront. “Spell it 
out for employees,” Kane says. 
“Have a document that addresses 
not only how employees should 
use the devices for work pur¬ 
poses but also addresses how 
IT will support these devices. 
Having self-service portals and 
clear, easily accessible informa¬ 
tion on what to do in situations is 
extremely important.” 

Employees must understand 
and accept a BYOD policy 
before they’re granted access to 
company resources. Relatedly, 
employees must know precise¬ 
ly what will occur if they fail to 
comply with policy. 

Entitlement (who can use the 
BYOD program) and enforce¬ 
ment (who will govern poli¬ 
cy) are two key components a 
BYOD policy should address. 


Entitlement should detail dif¬ 
ferent support and access levels 
necessary and employees eligible 
for reimbursement, Kane says. 

“The eligibility require¬ 
ments will definitely help 
personalize a policy, because 
most companies don’t open 
the BYOD program to all 
employees from the get-go,” 
he says. “Usually it’s a phased 
approach that brings in certain 
targeted groups first.” 

Aberdeen Group’s Borg rec¬ 
ommends that policy address 
devices the company will sup¬ 
port. Best practice is supporting 
limited device types and operat¬ 
ing system levels. This approach 
contrasts with an “anything 


goes” approach, which Borg says 
is inadvisable. Considering the 
financial risks involved, Borg 
says, “it makes no business 


sense whatsoever when you con¬ 
sider the risks to not enforce pol¬ 
icy compliance. It’s like having 
the blinders on.” 


Action Plan 

• Bring together IT, HR, legal, and other stakeholders. 

• Seek employee input. 

• Detail specific devices to be supported. 

• Outline what IT will and won’t do with employee devices. 

• Define who is entitled to participate in BYOD. 

• Define who will enforce policy. 

• Initially roll out BYOD to a small group. 


Ton Tins 

Stress reporting lost or stolen devices. Forrester Research analyst Christian Kane says to stress 
to employees the importance of reporting a lost or stolen device so that IT can wipe corporate data 
or potentially help an employee retrieve a device. 

Don’t overcomplicate matters. Aberdeen Group research director Andrew Borg says creating a 
BYOD policy doesn’t have to be a huge effort that involves reams of legal counsel and back and 
forth. “It’s common business sense really. By logical extension, if you look at mobility as being core 
IT infrastructure, it’s just the way IT should always be done.” 

Put the right tools in place. In addition to mobile device management, Dan Olds, principal analyst at 
Gabriel Consulting Group, recommends confirming that the enterprise’s existing security suite has exten¬ 
sions covering mobile devices so employees’ personal data isn’t compromised and all devices are tracked. 

For organizations that already have strong identity-based security (meaning employees can only 
access data/applications they need) and existing security mechanisms that have modules for a wide 
array of mobile devices, “it shouldn’t cost all that much to extend those same mechanisms to a BYOD 
model,” Olds says. “But if the existing security is mainly confined to devices inside the firewall—tradi¬ 
tional PCs and laptops—then it’s going to cost a bit more to acquire and implement a BYOD model.” 
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SIX QUICK TIPS 


Prove (& Improve) 

The ROI Of Your Projects 

Properly Calculate ROI To Find The True Cost-Saving Benefits Of Purchases 



Many purchasing deci¬ 
sions made in the data center 
world are centered around a 
product’s expected return on 
investment (ROI). 

But ROI can be calculated in 
many different ways by differ¬ 
ent types of manufacturers and 
organizations. Some compa¬ 
nies focus on how much return 
they can expect, while others 
are only concerned about when 
that product will pay for itself. 
However, the key to accurate¬ 
ly calculating ROI is to take 
every aspect of a purchase into 
account and not limit yourself 
to inside-the-box thinking. 

Use ROI The Right Way 

Jay Pultz, vice president 
and distinguished analyst at 


Gartner, says data center man¬ 
agers need to realize there are 
several metrics that are crucial 
to calculating ROI. He says 
these metrics all come from 
an “analysis technique called 
discounted cash flow,” which 
takes the future value of a 
product into consideration dur¬ 
ing the purchasing process. 

Pultz says that companies 
will often only account for the 
amount of time it takes to recov¬ 
er the initial investment, rather 
than understanding that “ROI is 
a percentage, not a time period.” 

Darin Stahl, principal con¬ 
sulting analyst at Info-Tech 
Research Group, says some 
companies will get so wrapped 
up in ROI figures at the time 
of purchase that they forget to 


go back and “revisit the results 
that you realized against the 
original investment case.” But 
you’ll never know how much 
of a return you saw on your 
initial investment if you don’t 
monitor performance and com¬ 
pare that analysis to what was 
promised in the first place. 

“You’ve seen business cases 
where you say ‘in three years, 
we’re going to do this, this, and 
this,”’ Stahl says. “But after 
three years have gone by, do 
you actually go back to revis¬ 
it those to see if that’s true? 
You’d be surprised at how 
many organizations do not. If 
that’s the case and you don’t do 
it at all, then why bother?” 

Focus On Business Needs 

Stahl warns that the data 
center is sometimes so separat¬ 
ed from the business itself that 
purchasing decisions and busi¬ 
ness plans aren’t discussed as 
much as they are handed down 
and followed. Instead, Stahl 
says that data center managers 


should look at the investment 
case the business is submitting 
and suggest equipment that 
will meet those needs without 
going overboard on cost. 

But in addition to giving the 
business side advice on what 
new equipment to purchase, 
the data center manager can 
also suggest other ways to 
save money with regards to 
aging infrastructure. 

“In ever so many data cen¬ 
ters, there is hardware and 
infrastructure that was put in 
place to support the marketing 
thing of the month,” Stahl says. 

“Nine years later, they’ve 
stopped using them, there are 
five customers on it that are 
kind of grandfathered in, and 
they’re just waiting for those 
records to go away, but I’m 
still running all this big equip¬ 
ment. Go back to the business 
and realign. Can I move this 
workload, stop this workload, 
or can I run it on a different tier 
of my service delivery because 
it is no longer mission-critical? 


A Reason To Think Long-Term 

Darin Stahl, principal consulting analyst at Info-Tech Research 
Group, says that some potential money-saving strategies can 
be misleading. ‘A really good example of that would be cloud 
storage or storage as a service,” he says. You might see that 
other companies have had success with cloud storage or 
believe that such a service would save you money, but you 
might realize over time that those are simply short-term gains. 

“Recently, I modeled with a customer a 30TB [cloud] instance, 
and they had about a 14% growth rate,” Stahl says. “By the 
time they got to year three, their data at rest, because they 
wanted enterprise-class storage, was going to cost about 
$3,800 a month. The ROI goes away on that pretty quickly 
when I could just buy cheaper SAN and control my costs. 
That’s the magic of looking at those longer numbers and 
really getting a sense of what that exposure really is.” 
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Stop funding that stuff, because 
ultimately it erodes your ROI 
for everything else.” 

Aim For Achievable Goals 

Pultz says company leaders 
shouldn’t “get overly heroic 
to come up with the financials 
that will perhaps get a busi¬ 
ness case approved,” espe¬ 
cially if an ROI figure isn’t 
“realistically achievable.” He 
says some solutions may claim 
to pay you back in less than a 
year or claim that you’ll see 
ROI in the triple figures. Such 
claims “require real scrutiny.” 
If the ROI of a specific product 
seems too good to be true, then 
it’s up to you to dig a bit deep¬ 
er and make sure your expec¬ 
tations aren’t too high. 

Stahl says that data center 
and IT managers should “reach 
for just good enough” instead 
of overbuying on equipment. 
For example, he says that 
some data center managers 
will go out and buy the new¬ 
est server with three power 
supplies because there may be 
a failure. But Stahl says that 
we’re in a “virtualized world” 
and that many servers have 
failover systems in place that 
prevent major downtime. 

He recommends manag¬ 
ers simply look at their cur¬ 
rent and near-future business 
requirements when mak¬ 
ing a purchasing decision 
and avoid purchasing more 
expensive equipment with 


capacities and features they 
may never use. 

Consider Leaving 
Existing Infrastructure 

When thinking about ROI, 
data centers tend to focus on 
the “investment” part of the 
term, which could lead to only 
thinking about new purchases. 
But Stahl says that there could 
be ROI-based value already 
in the data center if you con¬ 
sider looking at financials 
over a longer period of time 
and avoid limiting yourself 
to a two- to three-year time 
frame for success. Some hard¬ 
ware or software solutions take 
five years or more to provide 
a solid return, but if you cut 
the program short, you’ll never 
see those gains and perceive 
the investment as a loss. 

“Often, we’re charged with 
building out a business case, 


and it’s two or three years 
because it aligns with how the 
business depreciates assets,” 
Stahl says. “But in reality, your 
refresh cycle on these things 
may be five or six years. That’s 
really what you have to look at 


because that’s what your real 
exposure is from a cost liability 
standpoint. You have to extend 
it to the life of the equipment 
and not just the three years that 
IT accounting is asking for 
because of depreciation.” 


Move Beyond Efficiencies 

One common mistake data center managers make when 
looking at ROI is to have the blanket goal of doing more with 
less, says Darin Stahl, principal consulting analyst at Info- 
Tech Research Group. Because “doing more with less” is a 
vague statement, it makes it difficult to measure whether a 
new approach or new piece of equipment is actually making 
a financial difference. 

“If you are going to do more with less, then your business 
case should describe what you’re going to do with those sav¬ 
ings,” Stahl says. ‘Are you going to invest in innovation? Don’t 
just describe efficiency, unless you’re prepared to trade that 
off. If I’m just efficient but I’m spending the same amount of 
money, where’s my ROI in that?” 


BONUS TIPS: 

Look At More 

Than The Initial Purchase 

In order to get the most accu¬ 
rate ROI calculation, you can’t 
just include the purchase price 
of a piece of equipment and 
compare that directly to how 
much money you’ve made or 
saved. Jay Pultz, vice president 
and distinguished analyst at 


Gartner, says you also have to 
examine total cost of owner¬ 
ship, which includes the “total 
cost of hardware, software, 
staff (which is often the larg¬ 
est cost component), space, 
power,” and more. 

Who Analyzes Your ROI? 

Some companies are capable 
of conducting their own ROI 
assessments and may have 


employees who are experi¬ 
enced with the process, but 
Pultz adds that you can also 
use a vendor-independent 
firm to help in the analysis. He 
recommends either performing 
the analysis yourself or using 
an expert third party, because 
“free vendor ROI [assess¬ 
ments] are notorious for having 
hidden or hard-to-find assump¬ 
tions that bias the analysis.” 
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HOW TO 


Improve Communication 
Between IT & Business 

Steps You Can Take To Help Change The Existing Dynamics 



In some enterprises, com¬ 
munication between IT and busi¬ 
ness leaders has historically been 
tenuous, often leaving IT out of 
the early planning of major new 
projects and investments. To 
help change this dynamic, IT can 
do many things to strengthen ties 
with stakeholders and become 
more involved in the overall suc¬ 
cess of the business. 

Accept Times Are Changing 

IT’s role is changing, partic¬ 
ularly as end users and senior 
management become increas¬ 
ing familiar with technology. 
In many cases, says Andy 
Woyzbun, Info-Tech Research 
Group lead research analyst, 
this has caused IT to fall behind 
users’ appetites for various tech¬ 
nologies. Rather than feed the 
business technology, he says, 
the business is pressuring IT 
to meet its expectations. The 
cloud and various services that 

Get Started 


don’t necessarily depend on IT’s 
expertise are also applying pres¬ 
sure to the point service provid¬ 
ers are courting business units 
directly and business leaders are 
bypassing IT, Woyzbun says. 

Quocirca founder Clive 
Longbottom says although IT 
isn’t being consulted as often 
as it should, IT has spent so 
long divorcing itself from the 
business (“I work in IT” vs. “I 
work for a bank”) that some 
businesses view IT departments 
“as just another supplier.” 

The increase in outsourcing 
has been created in part by IT 
departments that are driven by 
an admiration of technology for 
technology’s sake along with a 
fear to change anything “because 
it might break the fragile plat¬ 
form IT has put in place that’s 
constraining the business, not 
enabling it,” he says. “Harsh but 
essentially true, according to 
many businesspeople I talk to.” 


Still, IT represents a central 
success factor in today’s busi¬ 
nesses, says Torsten Volk, 
research director at Enterprise 
Management Associates. IT 
can enable an entire organiza¬ 
tion “to act faster, operate more 
efficiently, and base strategic 
decisions on a more solid and 
complete foundation.” 

Volk cites the possibilities big 
data analytics can provide as an 
example, noting IT is respon¬ 
sible for the flawless operation 
and constant improvement of the 
systems involved and for busi¬ 
ness units’ ability to use data 
for enhanced decision-making. 
Efficiently handling the massive 
data amounts involved is a new 
capability unavailable in enter¬ 
prise IT until recently, he says. 

Know Your Business Value 

IT’s specific business value is 
in its ability to broker, secure, 
and govern internal and exter¬ 
nal services to meet business unit 
requests, Volk says. IT in turn 
must accept some services can be 
more economically sourced from 


• End users often expect IT to 
meet and manage their tech¬ 
nology expectations rather 
than feed them technology. 

• IT should become more busi¬ 
ness-friendly, and business 
leaders should more clearly 
communicate their expecta¬ 
tions and concerns to IT. 

• Service providers and business 
units are increasingly bypass¬ 
ing IT to work directly together. 


outside the data center. The more 
IT understands this, he says, the 
better and faster it can arm busi¬ 
ness units to better compete. 

Moving forward, Long- 
bottom sees IT’s main role as 
identifying business needs, 
translating them into technol¬ 
ogy requirements, and advis¬ 
ing leaders of the options (such 
as in-house, co-location, or 
commercial or public cloud) 
complete with a full cost and 
risk analysis of each option so 


People are invited to meetings by virtue of their title, because 
they’re a structural part of the management team, or because 
they’re perceived as providing value, says Info-Tech Research 
Group lead research analyst Andy Woyzbun. “Why would I invite 
you to a discussion if you’re not going to give me any new insight or 
new ideas, and especially if I know you’re going to give me reasons 
why not?,” he says. To get on committees, demonstrate and build 
credibility with leaders. Determine which groups make business 
decisions, decide if participation can provide IT notice of what’s 
ahead business-wise, and work to get an IT rep on the committee. 
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leaders can make decisions 
from a business perspective. 

Regardless of how many 
services a business uses, 
Woyzbun says, IT’s role is hav¬ 
ing a holistic view of how to 
integrate them. “Instead of the 
chief information officer, you’re 
really the chief integration offi¬ 
cer,” he says. As delivery of 
some services moves outside the 
organization, he says, fewer IT 
employees will likely be needed. 

It’s natural IT might be 
defensive about saving its 
position or “empire,” he says. 
IT managers who cling to this 
stance without understanding 
the options now attractive to 
business leaders risk being left 
behind, he says. 

Maximize IT’s Worth 

To realize IT’s business worth, 
Volk says, IT must become more 
“business-friendly” by offering 
improved self-service abilities, 
using outside services to shorten 
resource-provisioning times and 
decrease cost, and empowering 
developers to more easily ben¬ 
efit from data center resources. 
Business leaders, meanwhile, 
must clearly communicate 
expectations and concerns to IT. 
“This dialogue must begin at the 
executive level and subsequently 
spark ongoing communication 
between midlevel business man¬ 
agement and IT,” he says. 

Longbottom recommends 
senior IT staff attend business 
meetings “as observers, not to 
join in, but to learn about the 


problems the business is facing.” 
Listen for such triggers as “if 
I had a better knowledge of 
where our customers are locat¬ 
ed” to propel such thinking 
as “how can we use what we 
already have?” or “what is the 
most strategic, cost-effective 
way to make it happen?” Then, 
IT can feed recommenda¬ 
tions back without them being 
formal proposals and move 
toward more in-depth discus¬ 
sions with business leaders. 

“It really comes down to lis¬ 
tening before talking,” Woyzbun 
says. IT leaders should ask how 
much they’re listening in meet¬ 
ings compared to explaining or 
selling. When interaction with 
business leaders does happen, 
“try to understand what the busi¬ 
ness is seeking vs. an opportunity 
to sell the latest, greatest idea you 
have,” he says. 


Action Plan 

To develop a more collaborative and ongoing relationship 
with business leaders, consider the following: 

Be friendly. Take a more “business-friendly” stance and 
provide business leaders better self-service abilities, accept 
that outside resources can benefit the business, and learn 
leaders’ concerns and expectations. 

Get strategic. Determine what resources the enterprise 
already has to solve problems, the expectations that busi¬ 
ness leaders present, and what the outside options are. 
Then present leaders with the most strategic options from 
which to base business decisions. 

Demonstrate your worth. Build up credibility with key busi¬ 
ness leaders in order to convince them that making IT a 
permanent fixture in business decisions is important. Attend 
meetings with the intent to listen and learn about business 
concerns rather than selling leaders on your ideas. 


Top Tips 

Seek out an advocate. Typically, successful IT projects have an executive sponsor that’s not part 
of IT. Provide this sponsor with success metrics throughout the project that are simple enough to 
share with other business leaders. Long-term, this can lead to executives becoming more enthusi¬ 
astic about involving IT in early planning. 

Take a business point of view. Think strategically and from the business perspective. For example, 
some products and services can be a good resource, but business leaders may view them as com¬ 
promising decision-making, governance, risk, compliance, or other issues. 

Provide multiple options. Talking with business leaders in their own “language” can be more 
effective than overloading them with technical terminology they’re unfamiliar with. Also providing 
leaders a range of options with costs and risks outlined rather than just one “take it or leave it” 
option can enable business leaders to make more informed decisions. 
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SIX QUICK TIPS 


Build A Better Data Center 
Through Careful Planning 

Put Your Company On The Right Track By Avoiding These Common Design Mistakes 



Planning for the future 

in any capacity of life can be 
a daunting, unpredictable, and 
complicated task. Planning 
for everything that goes into 
designing a new data center 
space or renovating an existing 
space is certainly no exception. 

Get the design right, and 
you’ll create a foundation that 
can meet present needs but 
also expand to accommodate 
the company’s future growth 
and demands. Get it wrong, 
and the enterprise can sink 
under unforeseen costs; unsta¬ 
ble reliability; and insufficient 
cooling, power, and capacity. 

Avoiding mistakes when 
designing a new data center 
space entails a great many 
things going right, includ¬ 
ing bringing together all the 
proper parties to inject the 
necessary input, forecast¬ 
ing and obtaining the correct 
budget, making certain you 
maximize the space you build, 
and simply identifying what 
your enterprise’s function 


is now and will be in the 
future so the data center can 
adjust to any unique require¬ 
ments that surface. 

Use Your Time Wisely 

Designing a new data center 
space means simultaneously 
managing countless details, 
including those related to the 
layout of the physical space, 
the power coming into the 
facility that will run equipment 
and components, the cooling 
that will keep the equipment 
and components operating 
safely, the setup of the equip¬ 
ment, and all the consider¬ 
ations tied to reliability, provi¬ 
sioning, and capacity. 

Because there’s so much 
at stake, it makes sense to 
obtain all the necessary plan¬ 
ning details and intricately 
define your enterprise’s goals 
for the new space before 
moving forward. But this 
isn’t always the case. 

Jenna Maertz, consult¬ 
ing analyst at Info-Tech 


Research Group, says a large 
number of those enterprise 
personnel involved in design¬ 
ing new or renovating exist¬ 
ing data centers wish they’d 
spent more time planning. 

In general, Maertz says, 
Info-Tech finds that more 
than 80% of its clients end 
up regretting they didn’t 
spend more time document¬ 
ing and identifying facility 
requirements during the ini¬ 
tial project scoping that their 
companies conducted. 

“You would be surprised 
how many times clients don’t 
create initial budgets,” Maertz 
says. “You should be creat¬ 
ing a budget that shows engi¬ 
neering fees, permits and vari¬ 
ances, contractor fees, equip¬ 
ment costs, and related system 
upgrades at a minimum.” 

Where renovating data 
center space is concerned, 
Maertz says a common mis¬ 
take is simply waiting too 
long to do so. “Renovations 
that are completed earlier 


in the data center life cycle 
are generally less expensive 
projects,” she says. Maertz’s 
advice is for enterprises to 
“upkeep instead of overhaul.” 

Get The Right Help 

Most likely, small and mid¬ 
sized enterprises won’t have 
a designer on hand who has 
the experience and train¬ 
ing required to address every 
aspect of designing a new 
data center space. You will 
often need to hire designers, 
consultants, and contractors. 
A third-party consultant, for 
example, can provide an out¬ 
side perspective and help spot 
issues and potential future 
roadblocks that might other¬ 
wise go unnoticed until it’s 
too late. 

The biggest mistake when 
obtaining third-party resources 
is using parties that are more 
familiar working with general 
office spaces and not data cen¬ 
ters, Maertz says. “You might 
save a few dollars, but data 


Don’t Come Up Short 

One of the most difficult aspects of planning a new data 
center or renovating existing space is creating an accurate, 
reasonable, and future-thinking budget. In this regard, Jenna 
Maertz, consulting analyst at Info-Tech Research Group, says 
to be sure you don’t underestimate the cost of cooling and 
standby power. “We see lots of clients lowballing the total cost 
of these two areas, and it has a real effect on their budget.” 
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centers have different, more 
stringent code requirements,” 
she says. 

She advises starting the 
project off right by using spe¬ 
cialized resources. “And even 
when you hire specialized con¬ 
tractors, ensure that you are 
still managing and monitoring 
them on an ongoing basis,” 
she says. “Take photographs 
to document progress so you 
have a complete record. Meet 
regularly with the contractor 
and ensure someone is acting 
as a site manager.” 

Maertz says it is also impor¬ 
tant to obtain reference checks 
for any prospective contrac¬ 
tors. “This is a big project, and 
you want to get it right the first 
time. A good contractor should 
have references from similar 
jobs” with requirements, size, 
and complexity comparable to 
your project. 

Use DCIM 

When tying together and 
effectively managing vari¬ 
ous elements of a data center, 
Anu Cherian, senior industry 
analyst for power supplies at 
Frost & Sullivan, says a data 
center infrastructure manage¬ 
ment (DCIM) solution can 
prove beneficial. 

By integrating various data 
center elements, such as power 
and cooling, and by providing 
an interface that’s user friend¬ 
ly for data center managers, 
a DCIM solution can provide 


“visibility into optimization of 
space, optimization of ener¬ 
gy based on identifying exact 
hot spots, and mitigate down¬ 
time by providing real-time 
data on operation of various 
equipment in the data center,” 
Cherian says. 

Cherian says through this 
multifaceted approach, DCIM 
solutions are becoming “a key 
component in enabling better 
management of the data center 
primarily from a space, efficien¬ 
cy, and maintenance standpoint.” 

Factor In The New 

Whether you’re building a 
new data center space or reno¬ 
vating existing space, factor in 
how your reliance on newer 
and developing technologies, 
such as virtualization and 
cloud computing services, will 
impact future space needs. 


Maertz says that although 
many analysts and clients “are 
of the belief that the data cen¬ 
ter as we know it (in the physi¬ 
cal capacity) is on its way 
out,” what they neglect to con¬ 
sider is “that even the cloud is 
a data center.” 

That said, she cautions 
that newer technologies and 
advances might mean that 
the amount of data center 


space an enterprise requires 
now could shrink in com¬ 
ing years, thus the enterprise 
may want to consider incor¬ 
porating a modular approach 
in its design. 

“You might need 4,000 
square feet this year and only 
1,000 in five years,” she says. 
“Plan your data center with 
the possibility of downsizing 
in the future.” 


Know Your Function 

Knowing what your enterprise’s actual function is as 
a business plays a major factor in identifying how you 
should build a new or renovated data center space. In 
other words, an enterprise that greatly relies on a private 
cloud strategy will have different data center needs and 
requirements than, say, a startup that will predominantly 
rely on public cloud services for its infrastructure needs. 


BONUS TIPS: 

Get The Right Input 

When building a new data 
center space, acquire input 
from all parties that can lend 
informed and valuable insight 
concerning not only facili¬ 
ties but also operations. One 
common mistake, for exam¬ 
ple, is that enterprises fail to 
involve operations teams in 
facility-related designs and 
draw upon their experience in 


soliciting opinions concerning 
sufficient space, accessibil¬ 
ity to equipment, and more. 
Simply asking data center 
employees what they dislike 
about the current space, for 
example, can help create a 
better new space. 

Use What’s Around You 

When designing a new data 
center, some enterprises 
prefer to hold on to as many 
design elements of the 


current space as possible 
simply because they are 
familiar. Although this can be 
fine in some respects, it can 
also cause an organization 
to not adopt changes that 
would prove beneficial in the 
long term, such as incorporat¬ 
ing green data center design 
aspects or taking advantage 
of free-air cooling resources 
that could reduce power- 
related cooling costs in certain 
geographical locations. 
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HOW TO 


Evaluate Renewable 
Power & Energy Sources 

Steps To Determine Which Sources Are A Best Fit 



Renewable power and ener¬ 
gy usage in data centers isn’t 
exactly new. In fact, there’s con¬ 
siderable pressure on large enter¬ 
prises now to adopt solar, wind, 
hydro, geothermal, and other 
renewables for their data centers. 

Although larger enterprises 
generally have the scale and 
clout to do so, small to mid¬ 
sized enterprises usually don’t. 
That doesn’t mean there aren’t 
options still available, though. 
The following details such 
options and considerations to 
keep in mind. 

Confront Feasibility 
Concerns 

A common question among 
data center managers is if it’s 
even feasible to use renewable 
power and energy. 

“It’s very clear there’s 
more renewable energy on the 

Get Started 


grid today,” says Stephen 
Lacey, senior editor of 
Greentech Media. Much of 
the raw energy for data cen¬ 
ters (hydro, geothermal, and 
biogas), he says, is pretty 
inexpensive and offers oppor¬ 
tunities for some smaller 
players, though proximity to 
resources is key. “The dynam¬ 
ics are definitely different for 
the majority of data centers 
that are mid-scale or smaller,” 
Lacey says. 

Roger Tipley, board mem¬ 
ber of The Green Grid, says, 
though deregulation of the 
utility industry has made it 
straightforward to buy ener¬ 
gy guaranteed to come from 
sustainable energy resources, 
attaining consistently avail¬ 
able renewable energy on a 
regional grid varies by region 
and by season. 


Anu Elizabeth Cherian, 
senior analyst at Frost & 
Sullivan, says renewables 
are feasible for smaller 
enterprises if the “reliabil¬ 
ity factor increases from the 
current traditional technol¬ 
ogy employed.” 

However, the economics 
currently involved with using 
renewables don’t necessar¬ 
ily provide an ROI worth the 
effort, she says. Deploying wind 
and solar projects, for example, 
is quite expensive. Wind proj¬ 
ects include space consider¬ 
ations, construction costs, and 
issues associated with storing/ 
using excess energy. Using solar 
energy in the Midwest or East 
Coast, meanwhile, requires suc¬ 
cumbing to “uncertainties in 
winter,” she says. 

Draw Comparisons 

Before buying renewable 
energy or creating projects, 
Lacey says, determine how 
your data center currently 
uses energy. Efficiency is 
the first thing to address, 


Key Points 


• Large-scale renewable ener¬ 
gy projects are generally too 
expensive for small to mid¬ 
sized enterprises, but many 
feasible options still exist. 

• Location plays a major role 
in what renewable energy 
sources make the most 
sense for enterprises. 

• Numerous utilities provide 
incentives to enterprises for 
using renewable energy. 


he says, as better efficiency 
can reduce onsite energy 
demands and reduce the need 
to use renewable energy. 
Using smart controls inte¬ 
grated into building man¬ 
agement centers and wire¬ 
less control mechanisms, for 
example, can produce signifi¬ 
cant cooling savings, he says. 

Lacey says enterprises must 
also determine which renew¬ 
ables are a best fit. “Everyone 
focuses on wind and solar, but 


Roger Tipley, board member of The Green Grid, says enter¬ 
prises considering using renewable power sources should first 
understand the possibilities provided by their locations. For 
example, The Green Grid offers free-air cooling maps and cal¬ 
culators to help understand possibilities for air-side and water¬ 
side economizers. 

“Step two is doing the math concerning possible renewable 
energy investments and their ROI, making sure to include the 
impact on the company’s brand value that the greenness of 
company operations can affect,” he says. The Green Grid also 
provides PUE, CUE, and WUE metrics that can help busi¬ 
nesses move toward eco-effective operations. 
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that’s not necessarily going to 
be your best bet,” he says. For 
example, fuel cells, bio-gas, 
or waste-to-energy options 
could provide good opportu¬ 
nities, he says. 

Check into procurement 
opportunities that utilities 
offer, including programs 
directed at different indus¬ 
tries and sectors. Doing so can 
deliver contracts for renewable 
energy that account for 25, 
50, or 100% of a data center’s 
overall energy, he says. More 
utilities are offering “opportu¬ 
nities to figure out what’s hap¬ 
pening in the utility territory 
you’re operating in,” he says. 

Weigh The Factors 

Cherian says cost is the big¬ 
gest factor for enterprises to 
weigh. Without incentives to 
make renewables more attrac¬ 
tive, she says, prices aren’t 
likely to come down in the next 
five years. Further, unfamiliar¬ 
ity, uptime needs, and eliminat¬ 
ing single points of failure dur¬ 
ing power outages will mean 
enterprises will continue using 
traditional power sources in 
tandem with renewables. 

Other factors include 
“bulky” setups of some renew¬ 
ables and uncertainties about 
continuous supply availability. 
Overall, the ability to make 
“full swing conversions” may 
not be there, she says. 

Location is another factor 
impacting renewables, Lacey 
says. The Southwest and 


West, for example, offer good 
solar resources, the Pacific 
Northwest and Midwest good 
wind options, and the Pacific 
Northwest more hydro options. 
The Northeast is a bit of a mix, 
and the Southeast has gener¬ 
ally more biomass and waste- 
to-energy facilities. 

“Renewables are so geo¬ 
graphic-specific,” he says. 
“You’re going to have to survey 
what makes the most economic 
sense. It’s pretty easy to figure 
where the market is pulling, 
where the resources are best, 
or where the companies in the 
renewable space are operating.” 

Tipley says another issue is 
that measuring power usage at 
its source, whether renewable 
or conventional, becomes more 
difficult. The Green Grid’s 
PUE metric was developed to 
measure how much energy is 
wasted, not if energy is green 
or brown, he says. Data center 


hardware doesn’t discern ener¬ 
gy sources. The Green Grid 
provides enhanced metrics to 
guide the eco-choices data cen¬ 
ter operators make, he says, and 
these metrics have economic 
and ecological ramifications. 

“Naturally, most data cen¬ 
ters make decisions based on 


bottom-line considerations, 
and the top three mandates of 
a data center are availability, 
reliability, and uptime. Thus, 
design and location deci¬ 
sions are often made so that 
both economic and ecologi¬ 
cal impacts are in alignment,” 
Tipley says. 


Action Plan 

• Determine how the data center is currently using energy. 

• Pinpoint those places where power efficiency improve¬ 
ments are possible. 

• Use available metrics to measure and track usage effec¬ 
tiveness and progress. 

• Weigh cost, ROI, location, and other factors related to 
using renewable resources. 

• Explore procurement, coupon, and voucher options that 
local utilities may provide. 


Ton Tins 

Join the initiative. Consider joining The Green Grid’s Sustainable Computing Initiative (SCI), a 
program that enables companies to commit to procuring energy-efficient computing and networking 
equipment and using power-management features in that equipment where possible. 

Think about how to procure energy. Greentech Media Senior Editor Stephen Lacey says although 
the regulatory environment currently is “somewhat frozen,” most people believe there will eventually 
be greater control of greenhouse emissions. The sooner companies begin thinking progressively 
about how to procure energy and reduce onsite emissions, the better off they’ll be strategically. 

Consider micro-grids. Lacey says to begin thinking about micro-grids, which enable combining 
various renewable energy technologies to create your own isolated grid if reliability problems occur 
on the bigger grid. In coming years, micro-grids will become more sophisticated and common. 
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HOW TO 


Prepare For Changes 
In Endpoint Security 

Opt For One Comprehensive Platform Over Multiple Standalone Solutions 



Many companies realize 
that desktops, laptops, tablets, 
and smartphones require just 
as much security as networks 
and servers. 

In fact, between 80 and 
90% of attacks go through 
users and their devices, says 
Neil MacDonald, vice presi¬ 
dent, distinguished analyst, 
and Gartner fellow. A hacker 
goes after a user, who then 
“becomes a conduit to get 
to databases or credentials,” 
he says. 

For this reason, it’s cru¬ 
cial to have not only endpoint 
security and network securi¬ 
ty, but to also make it so that 
those different security solu¬ 
tions integrate with one anoth¬ 
er for a multifaceted approach. 
Many vendors are heeding the 
call, creating comprehensive 
solutions aimed at the new¬ 
est, most advanced threats and 
ushering in a new era of in- 
depth security. 

Get Started 


New Threats 

Require New Approaches 

An advanced persistent threat 
(APT) is malware that, rather 
than going after the weakest 
possible target, will actually 
continually go after a certain 
organization for its intellectual 
property or other valuable data, 
says James McCloskey, senior 
consulting analyst at Info-Tech 
Research Group. 

APTs make it challeng¬ 
ing for signature-based anti¬ 
malware solutions to keep 
up, he says. You can’t sim¬ 
ply hope that your defenses 
are strong enough to deter 
potential attackers and con¬ 
vince them to move on to 
other targets, because that 
isn’t the goal of an advanced 
persistent threat. 

“In the brick-and-mortar 
world, it’s not enough to just 
lock the front door and leave 
the back door open, because 


we would anticipate that some¬ 
one would try all of the doors 
and windows to see what they 
could do,” McCloskey says. 

“Now, we’re seeing that 
much more in the APT 
world. The focus is to find a 
way in, so you have to make 
sure you have a security pro¬ 
gram that addresses all of the 
entry points and exit points 
where data could leak out, 
otherwise you could find 
yourself suffering a breach 
that has some material 
impact to the organization.” 

Communication Between 
Security Solutions Is Crucial 

Because advanced persis¬ 
tent threats and other types of 
attacks are so sophisticated, 
it’s important for you to not 
only have multiple layers of 
security, but to also make sure 
those layers are interconnect¬ 
ed and can communicate with 
one another. 

“Oftentimes, advanced 
malware is not simply target¬ 
ing an individual endpoint 


Key Points 


•New malware threats require 
a comprehensive approach to 
cover all of your bases. 

• Vendors will continue to 
expand their existing solu¬ 
tions to meet the integrated 
needs of organizations. 

• Security solutions must be 
able to communicate with one 
another and share data to 
increase visibility and prevent 
multidimensional attacks. 


but using that endpoint as an 
entry point into the rest of the 
network where more dam¬ 
age can be done and larger 
datasets can be accessed,” 
McCloskey says. 

“Having some sort of com¬ 
munication between what’s 
happening on the endpoint and 
what’s happening on the net¬ 
work security solutions is real¬ 
ly paramount to being able to 
have an early detection system 
and make sure that anything 


Before you start looking for new comprehensive security solu¬ 
tions, you should look to your current vendor and see what its 
capabilities are, says Neil MacDonald, vice president, distin¬ 
guished analyst, and Gartner fellow. MacDonald says that end¬ 
point vendors are partnering up with network vendors and vice 
versa, so if your existing vendor doesn’t provide firewalling, 
device control, behavioral heuristics, and other security fea¬ 
tures, you should consider an alternative. “You need evidence 
that a vendor understands that endpoint security can’t stand 
on its own,” he says. 
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that is coming after a larger 
target can be stopped sooner 
than later.” 

Vendors Will Evolve 
Through Integration 

To help overcome advanced 
persistent threats and protect 
companies from other emerg¬ 
ing malware, security vendors 
are moving away from stand¬ 
alone security solutions and 
shifting toward integrated sys¬ 
tems and platforms. 

As MacDonald says, “ide¬ 
ally, we’d stop the attack at 
the network with a firewall or 
network-based intrusion pre¬ 
vention systems,” but he also 
adds that “we cannot prevent 
everything” and “ultimately, 
things will get through.” 

That’s why, instead of hav¬ 
ing a series of individual 
products from different ven¬ 
dors with little or no inte¬ 
gration, companies should 
instead opt for comprehensive 
solutions with multilayered 
security capabilities. 

“Endpoint protection is no 
longer just about antivirus,” 
MacDonald says. “Antivirus 
has been insufficient at end¬ 
point protection for nearly 
five years. A good offering 
has a combination of signa¬ 
ture-based antivirus and anti¬ 
malware detection as well as 
personal fire walling, network- 
based IPS, behavioral moni¬ 
toring, device and application 
control, security configura¬ 
tion management, and perhaps 


Action Plan 

Wait. When it’s time to upgrade one or more security solu¬ 
tions, consider opting for a comprehensive security platform 
instead of upgrading piecemeal. It will save you money and 
improve security at the same time. 

Compare vendors. If your vendor doesn’t support all of the 
security features you need in one solution, consider shop¬ 
ping around for a vendor that offers a well-integrated system 
with every security capability you require. 

Select a solution. Make sure you take device support into 
consideration. Different operating systems on desktops, 
laptops, or mobile devices require different levels of secu¬ 
rity, so make sure your system will integrate well with the 
devices your employees use on a regular basis. 

Monitor. Don’t simply implement a comprehensive solu¬ 
tion and then leave it alone. Constantly monitor traffic 
and utilize every tool at your disposal for the highest 
level of protection. 


Top Tips 

Upgrade when you can. James McCloskey, senior consulting analyst at Info-Tech Research 
Group, says that subscription renewal periods and end-of-life scenarios are perfect opportunities to 
upgrade to a comprehensive solution. “These are the moments you should look at whether or not 
you can take advantage of anti-malware to supplement what you’re doing on the network,” he says. 

Money-saving opportunities. Neil MacDonald, vice president, distinguished analyst, and Gartner 
fellow, agrees companies should consider an upgrade, but adds that “it’s one of those rare opportuni¬ 
ties where you can actually improve security and save money by reducing the number of agents at 
the endpoint.” Instead of multiple vendors and agents, you can have one vendor and one console. 

Ensure mobile device protection. “Your vendor better have a strategy for protecting mobile devic¬ 
es,” MacDonald says. “The problems are the same, so it shouldn’t require different vendors. I should 
be able to protect a user and their data no matter what device they’re on.” 


even vulnerability assessment 
and patch management.” 

For companies that are 
ready to make this change 
to a comprehensive security 
system, there is good news, 
McCloskey says. “There’s a 
reasonable selection of solu¬ 
tions as it is right now, and 
it’s growing.” 

Vendors are now moving 
to holistic approaches from 
the endpoint out or from the 
network out. There is a “con¬ 
vergence happening from 
both sides,” McCloskey says, 
and “there will be even more 
robust and comprehensive 
options available in the years 
to come.” 

Once you are ready for an 
overhaul or upgrade, there 
will be plenty of options to 
choose from to ensure you get 
the best possible security for 
vour monev. 
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SIX QUICK TIPS 


Evaluate The Possibilities 
Of Security-As-A-Service 

Gain A Better Sense Of What It Is & Whether It’s The Right Fit For Your Enterprise 



Cost-cutting, a lack of 
experienced in-house security 
staff, and easier means of reg¬ 
ulatory compliance are among 
the reasons enterprises are 
trading in their on-premises 
security components for cloud- 
based offerings. 

Plus, with hosted cloud- 
based security, companies can 
obtain a well-rounded secu¬ 
rity arsenal without all the 
traditional implementation, 
deployment, and maintenance 
duties—something particularly 
enticing to startups and organi¬ 
zations that are rapidly expand¬ 
ing. But what security-as-a-ser- 
vice options are available and 
what should you look for in a 
provider? Here is some advice. 

Realize You’re Not Alone 

If your company is consider¬ 
ing a shift to a security-as-a- 
service provider, it’s not alone. 


In research it conducted in 
August 2011, Aberdeen Group 
found that although traditional 
on-premises implementations 
of IT security solutions were 
more prevalent among then- 
current deployments, planned 
adoptions were strongly shift¬ 
ing to outsourced models. In 
research of about 200 organiza¬ 
tions Aberdeen Group conduct¬ 
ed in the first quarter of this 
year, it found that trend hold¬ 
ing, with 53% of respondents 
indicating they have outsourced 
at least one IT security solu¬ 
tion, compared to 36% in 2011. 

A key question for this year’s 
study was “Why?,” says Derek 
Brink, Aberdeen Group vice 
president and research fellow. 

“What are some of the most 
important factors contribut¬ 
ing to the business case for 
outsourced or managed secu¬ 
rity, and to what extent can 


these be quantified?,” he asks. 
Consistent with the firm’s 
2011 study, Brink says, key 
factors favoring managed/ 
outsourced models continued 
to turn up in the new research 
in four critical areas: security, 
compliance, reliability, and 
total annual cost. 

Obtain Better Security 

In many cases, companies 
choose security-as-a-service 
simply because the provider 
can offer better ongoing secu¬ 
rity than the company itself. 
Primarily, says Eric Ahlm, 
Gartner research director, it is 
small and midsized businesses 
and midsized enterprises that 
are using security-as-a-service 
because they expect better secu¬ 
rity and not cost-savings. That 
makes sense, he says, as smaller 
organizations may lack the staff 
to do security correctly. 

Today, security-as-a-service 
offerings pretty much run the 
gamut and include identity 
and access management; Web 


application firewalls; and anti¬ 
virus, anti-malware, spyware, 
and intrusion detection. 

Mike Suby, vice president 
of research at Frost & Sullivan, 
says that almost all traditional 
security capabilities offered 
either as software for hosting on 
an on-premises server or hard¬ 
ware appliance are also avail¬ 
able as security-as-a-service. 

“Even things like Web appli¬ 
cation firewalls and distributed- 
denial-as-a-service have been 
added to the range of security 
technologies that companies 
can subscribe to. So, basically, 
you can get almost anything,” 
he says. This includes services 
that aren’t necessarily recur¬ 
ring, such as penetration testing 
or vulnerability assessment. 

Know What Drives You 

Brink says the primary driv¬ 
ers for companies to invest in 
security-as-a-service continue 
to be risk (avoiding negative 
publicity, security-related inci¬ 
dents, vulnerabilities, threats, 


Consider The Selling Points 

“The same traits you look for in a standardized as-a-service 
offering, the same is true with security,” says Mike Suby, vice 
president of research at Frost & Sullivan. These positive traits 
include the use of a pay-per-use model; the ability to eliminate 
tasks related to buying, deploying, and maintaining infra¬ 
structure; and the ability to put capabilities in the Internet vs. 
on-premises, which is particularly attractive to companies with 
distributed and mobile workforces, he says. “It’s just a new 
way of capabilities being delivered. Rather than license soft¬ 
ware, require a security platform, and take care of all that stuff 
on your own, you rent the capabilities from a center or centers 
hosted in the cloud Internet data center.” 
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and business disruption) and 
compliance (government and 
industry regulations, industry 
standards and best practices, 
and actual audits or compli¬ 
ance-related issues). 

“These are consistent with 
dozens of previous benchmark 
studies in IT security,” he says. 
Especially for small and mid¬ 
sized businesses, even those that 
are entirely aware of security 
best practices and compliance 
steps required, security resourc¬ 
es and skills may be not avail¬ 
able, he says. “As one auditor 
put it, the sub shop owner isn’t 
thinking about point-of-sale 
security; he’s thinking about 
making sandwiches.” 

Suby says that over time, 
the types of offerings avail¬ 
able from security-as-a-service 
providers will cover the full 
range. For example, provid¬ 
ers will make a complete self- 
service model available that 
allows a company to subscribe 
to, say, Web-content filtering 
that’s delivered as a service 
but that allows the company to 
oversee all policy definitions 
related to the categories of 
content it wants blocked and 
the type of thresholds it wants 
in place for being alerted. 

Conversely, companies 
might also be able to acquire 
a Web-application firewall 
without having to make all the 
infrastructure investments nec¬ 
essary but while still obtaining 
someone with the expertise to 


help manage the technology so 
it fits the organization well and 
helps to better manage risks. 

Weigh The Drawbacks 

Although security-as-a- 
service offers many benefits 
such as quick user provisioning 
and continual updating of virus 
definitions, there are risks. 

Risks, Ahlm says, include 
accepting the shared fate of the 
provider. Among the drawbacks 
Brink lists is the difficulty to ver¬ 
ify a provider’s security policies 
and control, exhausting already 
limited IT resources on service 
provider-related visibility and 
verification efforts, and the need 
to protect data flowing between 
the enterprise and cloud. And, he 
says, although a company may 
outsource the operational aspects 
of security and compliance, it’s 
still responsible and accountable. 


Depending on the company, 
Suby says, giving up some 
level of customization may be 
a big drawback. Though this 
depends on the security ser¬ 
vice and provider, companies 
may find a provider’s features 
and functionalities don’t match 
what the organization requires. 


This, he says, mirrors the soft¬ 
ware-as-service model in gen¬ 
eral in that “it’s going to have 
a greater degree of commonal¬ 
ity. The providers are trying to 
serve a large population with 
common capabilities rather 
than focusing on highly cus¬ 
tomized offerings.” 


Investigate Policies & Support 

Companies that use a security-as-a service model still must 
actively manage security policies and decide which poli¬ 
cies are right for the organization, says Frost & Sullivan Vice 
President Of Research Mike Suby. Policies aren’t “being 
established or overseen by the service provider,” he says. 
“They provide the platform; the technology. How you want it to 
operate within the bounds of its capabilities is up to the sub¬ 
scriber in terms of defining their policies.” Companies should 
also evaluate the level of support they need. This can range 
from “relatively minor” to wanting a service provider that’s 
actively engaged with defining and executing security policies. 


BONUS TIPS: 

Dig Into SLAs 

When evaluating a security-as-a- 
service provider’s service-level 
agreements, Frost & Sullivan 
Vice President Of Research 
Mike Suby says, among other 
things, check what the pro¬ 
vider’s best practices include, 
how the provider maintains and 
protects the service-delivery 
infrastructure, its approach to 


data privacy (including what 
privileged insiders and outsiders 
have access to data), and what 
capabilities are in place to let 
the company test new policies 
before turning them live. 

Complement What You Have 

Aberdeen Group Vice President 
and Research Fellow Derek 
Brink says some security 
solutions are deliverable as a 
service but remain under the 


company’s policy and control. 
This can potentially mean the 
company can apply and extend 
existing security policies and 
controls, such as data protection 
and identity and access, into 
the organization’s virtualized or 
cloud-based applications, he 
says. Additionally, this can mean 
the company can “leverage 
familiar, proven security technol¬ 
ogies for their cloud-computing 
initiatives,” he says. 
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SIX QUICK TIPS 


Money-Saving Strategies 
For Building A Network 

Lower Costs Through Better Performance, Efficiency & New Technologies 



Whether you’re focusing 
on network hardware upgrades 
or want to put more advanced 
software solutions in place, the 
costs can start to add up if you 
don’t pay close attention. 

But it takes more than a quick 
network analysis to determine 
your capacity needs and what 
infrastructure needs upgrading, 
and it won’t help to simply throw 
money at the problem. You have 
to get better network visibility, 
look at all your available options, 
and choose solutions that will 
deliver the network performance 
your company requires. 

Invest In Network 
Management 

If you don’t already have a 
network management system in 


place, that’s often the best place 
to get started with upgrading 
your network while also keeping 
overall cost and budget in mind. 

“You have to know your net¬ 
work, the demands of your net¬ 
work, and have visibility into 
the applications and protocols 
that are running on your net¬ 
work,” says Mark Tauschek, 
principal consulting analyst 
at Info-Tech Research Group. 
Although it’s an additional cost 
upfront, which Tauschek admits 
seems “counterintuitive to sav¬ 
ing money,” a network manage¬ 
ment system is absolutely essen¬ 
tial to determining exactly how 
much more capacity you need, 
if you need any at all. 

“In the data center, what that 
might look like today is, ‘Do 


I really need 10G, 40G, or 
100G Ethernet?’,” Tauschek 
says. “10G is probably becom¬ 
ing more cost-effective in the 
data center, but there are a lot of 
people who are looking at 40G 
and 100G now, which are still 
quite expensive. So you go out 
and buy a big-iron switch. But 
if you can look at your demands 
today, get some historical data, 
and forecast out what you think 
this is going to look like in four 
or five years, then you’re less 
likely to overspend.” 

Look At New Technologies 

New technologies can help 
improve your network while 
also saving on capital and oper¬ 
ating expenses. Two examples 
of networking approaches are 
software-defined networking 
(SDN) and network virtual¬ 
ization. Both of these provide 
much more flexibility to net¬ 
works and move the control 
layer from the access layer in 
order to have better control 
over your entire network. You 


can make changes and enforce 
new policies from a central 
location, rather than going to 
each individual access point. 

These are all great features, 
but the money-saving aspect 
comes through in terms of net¬ 
work visibility, similar to a 
network management system. 

Using an abstracted control 
plane, you can see how every 
application or piece of equip¬ 
ment is affecting the network and 
pinpoint specific issues. Instead 
of guessing where you think the 
problems might be based sole¬ 
ly on employee complaints or 
other general findings, you can 
dig down deeper and solve the 
real problem. This not only saves 
money in terms of not unneces¬ 
sarily adding more capacity, but 
it also will save money by letting 
you more efficiently use your IT 
employees’ time. 

Consider Alternatives 
To A Major Overhaul 

If your data center uses a 
wide-area network to connect 


Know What Costs To Expect 

You can save money throughout the network upgrade process 
if you know in advance what pieces of your network you plan to 
upgrade. If you are looking to upgrade your actual physical net¬ 
work hardware, then you will spend money on switches, routers, 
and other important components. But if you already have a solid 
foundation in place, there are plenty of other costs to consider, 
such as WAN optimization, application delivery controllers, fire¬ 
walls, unified threat management systems, and much more. 

Mark Tauschek, principal consulting analyst at Info-Tech Research 
Group, says that in addition to hardware and infrastructure costs, 
there are also skills-related costs to consider, such as the “costs 
for network architects, network administrators, and other people 
you need to build and manage your network.” But you also have to 
take every potential cost into account, or you may end up spend¬ 
ing too much money for unnecessary features and capacity. 
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multiple remote offices to one 
another for better communi¬ 
cation and collaboration, then 
you know how expensive it 
can be to add more bandwidth. 

Tauschek uses the example 
of a company with offices in 
New York and Los Angeles. 
Both offices are complaining 
about the connection being 
slow, so you decide to “throw 
more bandwidth at the prob¬ 
lem, and it’s going to cost us 
$3,000 a month instead of 
$1,500 a month for that con¬ 
nection,” he says. You’re 
essentially doubling your ini¬ 
tial investment to grow your 
capacity, but what happens if 
the same issues remain? 

This is where WAN opti¬ 
mization comes in. “If you 
make a capital investment in 
WAN optimization between 
your locations, it does a lot of 
things to reduce bandwidth 
and to speed up your connec¬ 
tion significantly,” Tauschek 
says. “I’m going to spend 
$10,000 on a couple of WAN 
optimization controllers, as 
opposed to paying $1,500 a 
month, and my payback is in 
seven months.” The short-term 
benefits, let alone the long¬ 
term ones, are significant. 

If you go even further and 
couple your WAN optimiza¬ 
tion solution with a quality of 
service solution, you can pri¬ 
oritize real-time traffic such as 
videoconferencing or VoIP to 
get the best possible speeds and 


reliability for mission-critical 
applications, Tauschek says. 

Supplement Your Internet 

Don’t assume you need to 
have all your networking capac¬ 
ity inside the data center or host¬ 
ed in a colocation facility. If you 
don’t regularly upgrade your 
components and spend money 
on new infrastructure, you may 
not be reaching your network 
performance potential. 

Tauschek says that many com¬ 
panies still have T1 networks or 
bonded T1 networks that aren’t 
enough to keep up with new 
applications. Consider using 
inexpensive broadband from 
service providers to “replace 
the more expensive, private, or 
nailed-up connection,” he says. 

“For instance, I can get a 
business-class cable connec¬ 
tion that’s going to give me 


20Mb down and 20Mb up for 
$150,” Tauschek says. “My 
T1 that gives me 1.5 down and 
1.5 up is still $400. If I do that, 
then I can get a DSL, put them 
both in a multi-WAN router, 
do some link-balancing and 


load-balancing, and get five 
times or more of the bandwidth 
for half the price. On the WAN 
side and the Internet service 
side, that’s really where prob¬ 
ably the bigger money savings 
can come from.” 


Take A Broad Perspective 

Instead of putting a singular focus on network-based cost¬ 
cutting or any other individual aspect of the data center, 
companies need to take a more holistic view, says Brad 
Casemore, research director, data center networks at IDC. 

“I have to consider racks, compute capacity, storage, network, 
management, and to what extent I’m going to implement 
virtualization. It’s all about taking that broader perspective on 
what you want, where you can wring savings from your data 
center, and how all of the pieces fit together,” he says. If you 
cut costs across the board and optimize your data center’s 
overall performance, those savings can in turn help improve 
your network or any other piece of infrastructure. 


BONUS TIPS: 

Look For Future 
Commoditization 

Brad Casemore, research 
director, data center networks 
at IDC, says he doesn’t see 
a near-term commoditization 
of network hardware similar 
to what has happened in the 
server space. But he does 
have hope that in the longer 
term, “we’ll begin to play out 


the value chain from merchant 
to switch vendors to OEMs 
and so forth, so you’ll be able 
to certainly save on hardware.” 
In essence, you should do 
everything you can now to 
save money, but know that 
lower hardware prices are 
coming in the future. 

Watch Your 0PEX& CAPEX 

“Make sure investments you’re 
making in technology will give 


you a road to lower OPEX and 
CAPEX,” Casemore says. “It’s 
all about keeping up with this 
stuff, which is easier said than 
done.” But, he says, if you 
stay engaged and follow 
what’s happening in virtual¬ 
ization, modular data center 
technologies, and the best 
practices of management, 

“I think you can begin to real¬ 
ize some meaningful gains 
over time.” 
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HOW TO 


Troubleshoot Failing Backups 

A Solid Backup Plan Can Help Ensure Data & Application Availability 



Many issues can impact 
your data backups and render 
them unusable. In the worst- 
case scenario, you won’t real¬ 
ize that those backups don’t 
work until the moment you 
need them. 

One of the most com¬ 
mon problems, says Rachel 
A. Dines, senior analyst at 
Forrester Research, is back¬ 
ups not completing within 
the scheduled window. In 
this instance, backups could 
be “running long and start¬ 
ing to impact production” 
or “getting cut off and not 
completing,” she says. 
The data could also simply 
become corrupted during the 
backup process. 

Or maybe it’s an issue 
with inter-department com¬ 
munication. For instance, 
Dave Russell, vice president 
and distinguished analyst at 
Gartner, says that sometimes 

Get Started 


the server team will start 
moving to virtualization and 
not tell the backup admin¬ 
istrator. Even the small¬ 
est change could break the 
backup process and make 
data recovery in the event of 
a disaster impossible. 

The key is to be able to 
spot these problems before 
they grow into catastro¬ 
phes and negatively impact 
your ability to do business. 
It takes a combination of 
the right technology, the 
right strategy, and an ongo¬ 
ing focus on making sure 
your backups are successful 
and recoverable. But when 
you’re already having backup 
issues, it starts with the trou¬ 
bleshooting process. 

One-Time Issue vs. 
Consistent Failures 

There’s a big difference 
between a backup failing on 


one occasion and multiple 
backups failing on a regu¬ 
lar basis. Single backup fail¬ 
ures are often the fault of 
a software configuration 
issue or just a hiccup in the 
process. Most of the time, 
you can simply attempt to 
back up that piece of infor¬ 
mation or application again. 
If it works, great, but if it 
doesn’t, you may be deal¬ 
ing with a larger problem, 
such as needing a network 
upgrade or finding hardware 
failures in a server. 

“Let’s say it’s a server or 
two,” Russell says. “Is there 
a power problem that only 
affected one portion of the 
environment? Or if it’s a num¬ 
ber of virtual servers, maybe 
we had a power, network, or 
physical failure on that one 
physical server that was run¬ 
ning 10 virtual machines. A lot 
of it is trying to pinpoint the 
failing component.” 

Dines says that anoth¬ 
er common problem is that 
sometimes for “a very large 


• Be prepared for common 
backup problems. Know how 
to handle a one-time error as 
well as a nagging issue. 

• Make sure you have multiple 
backups in different locations 
in case of a disaster. 

• Test your backups at least 
twice a year, if not quarterly, 
and attempt to recover differ¬ 
ent systems each quarter to 
ensure backup availability. 


file system or database, it 
may not be feasible to con¬ 
tinue to back it up at all.” She 
says that some companies 
will go through the trouble¬ 
shooting process, determine 
that the network, media serv¬ 
ers, and disk targets have all 
been upgraded, but you still 
can’t meet your windows. In 
those situations and for those 
systems, Dines says you may 
need to start using array- 
based snapshots instead. 


If you’re having regular failures or other issues with your 
backup system, then it may be time to revisit your backup plan. 
“The amount of care that gets put into backup usually means 
that there are some applications and data out there that aren’t 
being protected, but the owner of that data is probably under 
the belief that it is [protected],” says Dave Russell, vice presi¬ 
dent and distinguished analyst at Gartner. “Just like a disaster 
recovery plan, where it’s good to revisit it from time to time, the 
same is true for your backup plan. Go through and make sure 
you’re actually protecting everything of business importance.” 
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Protect Yourself 
Through Prevention 

You can’t rely on a single 
backup, especially if you’re 
backing up essential applica¬ 
tions or data that your employ¬ 
ees rely on to remain productive. 

“Generally speaking, you 
want to have multiple copies 
of backups,” Dines says. “A 
very common scenario for a 
backup architecture may be 
to back up locally to disk 
and then replicate that off to 
another disk at another site, 
so you have multiple cop¬ 
ies. Maybe you only keep the 
monthlies or the quarterly 
backups longer term offsite, 
but having multiple copies of 
backups in multiple locations 
is definitely advisable.” 

You may also consider tak¬ 
ing advantage of the cloud for 
your secondary backups, but 
Dines warns that “for a lot of 
the common issues that enter¬ 
prises have with backups fail¬ 
ing, going to the cloud is not 
necessarily going to fix all of 
them.” Still, it’s important to 
keep your options open and 
know that in case of a disaster 
near your primary facility, you 
should always have another 
option to fall back on. 

Regularly Test Your Backups 
& Attempt Full Recoveries 

“The best way to prevent 
backup recovery failures is 
really to test your backups 
and the recoverability of your 


backups,” Dines says. This 
means that instead of simply 
seeing whether a backup was 
successful on paper, you need 
to also dig in deeper and try to 
recover that data as if it were 
an actual emergency. 

Russell agrees that backup 
testing is absolutely critical 
and recommends that compa¬ 
nies test at least twice a year 
or, if possible, quarterly. 

“You don’t have to test 
everything, but if you do it 
quarterly, maybe this quarter 
you try to restore the email 
system and make sure it 
works and then next quarter, 
do that with your servers,” he 
says. “It’s like spot-checking, 
and I liken it to department 
stores. Once a year, they’ll 
take a physical inventory. 
Faith is one thing, but proof 
is another.” 


Action Plan 

Pinpoint the problem. Determine if your backup problem was 
a one-time issue or a consistent error in the backup. Start at the 
backup system itself, including software and storage, and then 
move your way out to the network and the other areas. 

Pick a solution. Many backup issues are quick fixes that 
require a configuration change in the software. But if you 
do have a bigger problem, it may be time to upgrade your 
backup system or even something larger like a server or 
your entire network. 

Try again. After you’ve found the problem and implement¬ 
ed a solution, try backing up that application or data again 
and make sure it worked correctly. 

Test your backups. Don’t assume that your backup system 
will just work or that changes you’ve made will always have 
the desired effect. You need to attempt to recover backups 
regularly to ensure they will be there when you need them. 


Top Tics 

Start small. “If you have 100 machines, don’t roll out 100 backup agents in one day and then flip 
the switch,” says Dave Russell, vice president and distinguished analyst at Gartner. “Start with a 
couple of machines, which should be slowly representative of your whole environment. Maybe one 
of those machines is an email server and another one might be a database. Work to see if there 
are any nuances that need to be configured.” 

Measure success. Although a 99% backup success rate may seem almost perfect, it’s a differ¬ 
ent story if you have “100 machines and one machine has not backed up in 31 days and is totally 
unprotected,” Russell says. Metrics can be misleading, so make sure your success rate is accurate. 

Track changes. Whenever you make a change to your backup system, make sure that “whatever 
you did to remediate the problem, whether it was a networking change or installing a new backup 
agent,” that your backups are still working and you didn’t cause other issues, Russell says. 
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SIX QUICK TIPS 


Meet High Density 
Big Data Needs 

High-Capacity Storage With Availability & Scalability Features Can Help Overcome Challenges 



To meet big data challenges, 
you likely can’t just add more 
drives to your existing servers 
and storage arrays. You have 
to seek out high-density stor¬ 
age solutions built with big data 
in mind, and you have to make 
sure those solutions are scalable 
and reliable enough to support 
your present and future storage 
needs. Here’s what to look for. 

Cost & Performance 
Challenges 

High-density storage solu¬ 
tions designed to support big 
data can lead to cost and per¬ 
formance challenges that may 
not apply to traditional com¬ 
puting requirements. 

For instance, Tau Leng, vice 
president and general manager 
at Supermicro (408/503-8000; 
www.supermicro.com), says 


that big data situations and high- 
density solutions often require 
remote commissioning automa¬ 
tion, server and switch provi¬ 
sioning management, and a bal¬ 
ance between consumption and 
the initial acquisition cost. In 
addition, high-density solutions 
often require external storage 
components, which can cause 
latency issues. Companies also 
have to be careful with big data 
because it can make balancing 
compute power, I/O bandwidth, 
and data capacity much more 
difficult, Leng says. 

Big data poses challenges 
for both data centers and stor¬ 
age manufacturers, says Wroe 
Chen, operating manager 
at Chenbro (909/947-3200; 
www. chenbro. com). 

“From the system builder or 
chassis manufacturer point of 


view, the challenge is that when 
you pack more hard drives with 
mechanical parts and spindles 
together, then vibration is going 
to be a key issue.” In the case 
of high-density solutions, that 
can mean you have 48, 60, or 72 
drives running at the same time. 
Manufacturers must make “high¬ 
ly packed, high-density storage 
that can still meet the thermal 
and vibration needs,” Chen says. 
Buyers should seek those spe¬ 
cially designed products and 
make sure they’re the right fit. 

Storage Considerations 

To help overcome potential 
latency issues, Leng says to 
look for “complete solutions 
with server systems, storage, 
and network all in one, racked 
together and fully integrated to 
minimize any outbound traffic 
beyond the local rack.” 

To make sure you aren’t 
packing too many drives into 
a single system or overpaying 
for capacity that you may not 
use, Leng says to work “with 


vendors who can provide a broad 
selection of product configura¬ 
tions utilizing a building-block 
approach.” This means that you 
can build an entire solution out 
of a selection of smaller parts 
to make sure the system works 
together as efficiently as possi¬ 
ble. The building-block approach 
also makes it easier to expand 
in the future or downsize if 
you’re having issues with over¬ 
heating or vibration. 

It’s cmcial to consider thermal 
issues, Chen says, because of 
potential cost savings. He says 
that data centers need to find 
vendors experienced in build¬ 
ing high-density platforms and 
understand that these systems 
can also give companies second¬ 
ary benefits if designed correctly. 

“From the data center point 
of view, they want more drives 
but not to degrade their perfor¬ 
mance or have thermal issues,” 
Chen says. “The best way to do 
that is to raise their operating 
temperature, so they can save 
on air-conditioning costs.” 


Make Sure Your Vendor Supports Customization 

“Customization really depends on the special requirements 
of the customer,” says Wroe Chen, operations manager at 
Chenbro (909/947-3200; www.chenbro.com), but manufactur¬ 
ers need to be prepared for customization if the need arises. 
For instance, customers may request that their racks be easy 
to assemble for future maintenance and service purposes, so 
Chen says some vendors have “developed tool-less features 
so they can save assembly time and effort when they put a 
system together.” 

He also says that some manufacturers will offer minor differ¬ 
entiations, such as printing a logo on the system or color cod¬ 
ing certain components. Make sure your chosen vendor will 
support your customization needs. 
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Use Software To Better 
Manage Your Data 

Although hardware is neces¬ 
sary to overcome high-density 
challenges, software must also 
be a part of the equation. Some 
storage vendors will design 
their hardware with specific 
software solutions in mind. 

“Hadoop and OS distribu¬ 
tions are readily available,” 
Leng says. “Deploying sys¬ 
tems built with common hard¬ 
ware components for chipsets, 
storage, and networking ease 
deployments as drivers are 
already built into OS releases. 
IPMI interfaces to provide out- 
of-band management are also 
provided as a good data center 
operations practice.” 

To help ensure you can use 
all the data you’ve accumulat¬ 
ed, Leng says some equipment 
suppliers will offer “complete 
life cycle management,” which 
means they “focus on software 
solutions and management cov¬ 
ering data creation and mining 
data for insights, retention, and 
retirement.” Having software to 
handle data retention and retire¬ 
ment is crucial, because in order 
to be truly efficient with storage, 
you have to know what to keep 
and what to delete. 

Monitoring is also important 
with big data. You need to find 
software solutions designed spe¬ 
cifically for high-density sys¬ 
tems that “enable system admin¬ 
istrators to monitor and receive 


timely notifications related to 
server health, manage availabil¬ 
ity of clusters in a given power 
envelope, and provide multiple 
ways to upgrade firmware that 
will shorten maintenance times 
during server upgrades,” Leng 
says. Not all manufacturers offer 
these types of software solu¬ 
tions, so you may need to seek 
out third-party vendors for the 
functionality you need. 

Look For Flexibility, 
Scalability 

Plan ahead for the future and 
opt for storage that can grow 
with your company. Leng says 
that while performance is key, 
buyers also need to be prepared 
for the weight of the racks. He 
says that as companies continue 
to add, for instance, 1U 12-drive 
nodes, “the physical weight may 
be challenging for data centers.” 

That’s why he recommends 
companies work with vendors 
who provide 1U, 2U, 3U, and 


4U rackmounts that can help 
consolidate drives into smaller 
racks and help overcome these 
unforeseen issues. 

Because scalability is essen¬ 
tial, Chen says your chosen ven¬ 
dor should have a plan for pro¬ 
viding even higher-density solu¬ 
tions than those it already offers. 
For instance, if a company has a 


48-drive system, make sure it’s 
possible to add on to that with 
something like a 60- or 72-drive 
JBOD. It’s difficult to figure out 
how much data you’ll need to 
store in the long term, so you 
need to make sure solutions can 
be easily scaled and can be used 
to bring up the total capacity 
when you need it, Chen says. 


Put Availability High On Your Priority List 

Availability and redundancy are absolutely critical to high- 
density storage solutions, because even if you have your 
big data under control, you won’t be able to use it if there’s a 
massive hardware failure. Wroe Chen, operations manager 
at Chenbro (909/947-3200; www.chenbro.com), says that 
vendors are adding failover features to storage products that 
will help add an extra level of redundancy and help make sure 
that data is always available. 

The main goal of these features is to prevent data loss and 
make it so that customers don’t have “to sacrifice data safety 
in the case of drive failure or an outage that might cause loss 
of data,” Chen says. 


BONUS TIPS: 

Build A Relationship 
With Your Vendor 

“Work with a trusted hardware 
and software partner who 
will listen and understand 
your needs and who has the 
building-block solutions and 
expertise to help make you a 
success,” says Tau Leng, vice 


president and general man¬ 
ager at Supermicro (408/503- 
8000; www.supermicro.com). 
The manufacturer should see 
you as a partner rather than 
just another customer. 

Start Small 
& Build From There 

Companies need to “start 
small and grow while they 


learn about the workload,” 
Leng says, so they can “deter¬ 
mine the balance between 
compute and I/O priority.” It’s 
always possible to add more 
features, such as automation, 
to your existing system, but 
you have to ensure you have 
the right expertise and that 
your infrastructure can sup¬ 
port it, Leng says. 
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Buying Tips: 

Environmental 
Monitoring Equipment 



As a data center manager, 
you need to have a full under¬ 
standing of not only what’s hap¬ 
pening with your network and 
servers, but also the environment 
around them. Environmental 
monitoring is key, but every 
organization has unique infra¬ 
structure limitations, climate 
issues, and monitoring needs, so 
there’s no one-size-fits-all solu¬ 
tion. Here’s what to look for. 

Define Your Needs & Threats 

Laura Viars, senior sourc¬ 
ing specialist at Rackmount 
Solutions (866/207-6631; www 
.rackmountsolutions.net), says 
you need to know what types of 
threats might occur. “The most 
common environmental risk is 
excessive heat within the cabi¬ 
nets, so you’ll definitely want to 
make sure you are monitoring 
temperature,” she says. Other 
potential environmental dan¬ 
gers include power surges/loss 
of power, humidity, smoke, air¬ 
flow, and room/cabinet entry. 

“Know thy facility,” says 
Michael Sigourney, senior 
product specialist at AVTECH 
(888/220-6700; www.avtech 
.com). “The first thing an IT 
or facilities manager needs 
to consider and create is an 
understanding of the basic lay¬ 
out and elements, both struc¬ 
ture and equipment, within 
their facility. Knowing where 
threats are likely to occur or 
have occurred in the past is 
key to planning success.” 


Don’t Neglect Hot Spots 

When deploying environmen¬ 
tal monitoring controls, consider 
the room size and amount of 
equipment to be monitored and 
plan the number and placement 
of sensors accordingly. 

“If your deployment is 
small, a few points of mea¬ 
surement may suffice, but if 
you have a large operation, 
you may require environmen¬ 
tal measurements every few 
feet,” says Brandon Siri, senior 
marketing representative at 
Server Technology (800/835- 
1515; www.servertech.com). 

Mo Sheikh, sales and market¬ 
ing manager at ITWatchDogs 
(512/257-1462; www.itwatch 
dogs.com), says administrators 
often overlook hot spots. This 
can lead to intermittent or per¬ 
manent equipment failure. 

You need to position sen¬ 
sors throughout a facility, usu¬ 
ally the top, middle, and bottom 
of server racks and around any 
heavy-duty machinery, he says. 
Buy sensors specifically made 
for rack-level temp/humid¬ 
ity monitoring and be sure you 
can daisy-chain the sensors 
rack-to-rack for easy installa¬ 
tion and ease of use. 

Know Your Monitoring & 
Notification Options 

Bob Douglass, vice presi¬ 
dent of sales and marketing at 
Sensaphone (877/373-2700; 
www.sensaphone.com), says an 


environmental monitoring sys¬ 
tem is nothing without notifica¬ 
tions. “The primary motivation 
for adding an environmental 
monitoring system is to know 
when you have a problem as 
soon as possible,” he says. 
Common notification options 
include email, LEDs, audible 
alarms, beacons, sirens, Web 
alerts, SNMP, automated phone 
calls, and SMS. 

Sheikh says environmen¬ 
tal monitors should support 
SNMPv3 to be able to securely 
monitor and control sensors 
and settings on any unit from 
a remote location and receive 
alerts and log messages that 
are fully encrypted. 

Get All You Need 

Be sure you get all the com¬ 
ponents to complete the system, 


Viars says. “Most systems have a 
main console, and in addition to 
that, you’ll need to purchase vari¬ 
ous sensors based on what you 
are looking to monitor specifical¬ 
ly.” Some sensors might require 
a power source, so consider that 
when planning your layout. 

Sigourney adds that the best 
solutions include software. “This 
prevents wasted time trying to 
get hardware and software from 
two vendors working together.” 

Consider Long-Term Support 

Choosing the right solution 
means little if you don’t have 
long-term support, Sigourney 
says. “Look beyond the check¬ 
list and make sure that you’re 
getting future enhancements, 
that you have access to support, 
and that the company stands 
behind its products.” 


Checklist 

Know what to monitor. What are your greatest environmen¬ 
tal concerns? Water? Temperature? Humidity? Are the sys¬ 
tems you’ll be monitoring remote or local? 

Check for limits. Do you have wired networking or power 
limitations? Will the environmental monitoring devices con¬ 
nect via network, USB, Wi-Fi, or cellular? 

Understand notification options. What kinds of notifica¬ 
tions do you need? Common options include email, SMS, and 
automated phone calls. 

Consider your facility. How many and what types of sensors 
do you need? Where will they be placed? 
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Buying Tips: 

PDUs 



Power distribution units 

are one of the most integral com¬ 
ponents of a modem data cen¬ 
ter infrastructure. Here’s how to 
make sure you have the best pro¬ 
tection for your environment. 

Know Your Needs 

Do your homework prior to 
making a PDU purchase, says 
Brett Femrite, director of busi¬ 
ness development at Rackmount 
Solutions (866/207-6631; 
w ww .rackmountsolutions .net). 
“It is critical that the PDU you 
select match up with your power 
consumption needs and server/ 
network equipment.” 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), says you 
need to know how many amps 
are needed to support your 
devices. “You also need to know 
how much power the devices in 
the rack will draw, being mindful 
that you have the right voltage 
and amperage numbers.” 

Understand The PDU Options 

Femrite says there are three 
types of PDUs. A basic PDU 
lacks monitoring and remote 
administration capabilities. A 
metered PDU adds the ability 
to track amperage and manage¬ 
ment software to monitor the 
aggregate current being drawn 
on each PDU. Switched PDUs 
add local and remote control 
capabilities on a per-outlet 
level. Redundancy is important, 
Femrite says. A dual-circuit 


PDU offers fault tolerance with 
two power inputs. 

Once you know which type 
of PDU you need, compare 
other features and technolo¬ 
gies. Rich Feldhaus, product 
manager at Tripp Lite (773/869- 
1234; www.tripplite.com), 
says to look for secure mount¬ 
ing, high reliability, just-right 
cord lengths, outlet counts, plug 
types, and appropriate current 
levels to match the intended 
application environment. 

Koty says your uptime goals 
influence the PDU you purchase. 
“Inexpensive basic rackmount 
PDUs may distribute power 
effectively, but they offer little if 
any understanding or control of 
the critical energy flow.” 

To know whether you’re buy¬ 
ing a quality PDU, look under 
the hood, says Alex North, direc¬ 
tor of business development at 
BayTech (800/523-2702; www 
.baytech.net). Most rack PDUs 
look similar. “Evaluators need 
to open up the hood of all PDUs 
they are considering and use 
sound engineering-based judg¬ 
ment to evaluate the method of 
power distribution the manufac¬ 
turer employed in the strip.” 

Consider Mounting & Outlets 

Koty notes that horizontal 
PDUs take up rack space nor¬ 
mally reserved for equipment. 
“If you can’t reserve horizon¬ 
tal space in the rack for the 
PDU, consider a vertically 
mounted PDU.” 


Make sure PDUs have the 
correct outlets and outlet counts, 
says Andy Grav, technical 
sales engineer at HM Cragg 
(800/672-7244; www.hmcragg 
.com). Koty says you also need 
to know which types of plugs 
devices use so you buy PDUs 
with appropriate receptacles. 

Think Intelligent 

Metered, monitored, or 
switched PDUs likely have 
a place in your environment, 
Feldhaus says. “Complex IT 
installations require that users 
keep track of power consump¬ 
tion to ensure efficient use of 
electrical capacity and prevent 
downtime due to overloads.” 

Grav says today’s lights-out 
data centers are using switched 


and managed PDUs. “Both of 
these options allow the end users 
to monitor the data center from a 
distance while still having con¬ 
trol of the equipment,” he says. 

Account For Growth 

Make sure the PDU can han¬ 
dle your needs into the future, 
Feldhaus says. A simple appli¬ 
cation that today would be ade¬ 
quately protected by a basic PDU 
may, over time, benefit from a 
PDU with local current metering, 
network interface, and switched 
output receptacles, he says. 

Femrite agrees. “If you don’t 
precisely match up the PDU with 
your power consumption needs, 
taking into account anticipated 
growth/increases, you can wind 
up having a breaker tripped.” 


Checklist 

Bob Parente, sales engineer at Server Technology (800/835- 
1515; www.servertech.com), recommends asking these ques¬ 
tions when selecting a PDU: 

What is the expected maximum power needed to the rack and 
what voltage can be supplied to the rack? 

Does the expected max power include planned power redun¬ 
dancy and growth? 

Will each rack be designed for power redundancy with a stan¬ 
dard A and B Input feed configuration? What racks are being 
used (mounting considerations)? 

What types of devices are being connected in the rack? Do 
you know the power factor for the devices within the rack? 
How many and what types of outlets are required? 
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Buying Tips: 

Cable & Airflow 
Management 


Managing cables is an 
afterthought. That’s an unfor¬ 
tunate reality among many 
data centers, says Ken Koty, 
sales engineer at PDU Cables 
(866/631-4238; www.pdu 
cables.com). Among other 
things, poor cable management 
leads to performance problems 
and issues with troubleshoot¬ 
ing and airflow. 

Know What’s Available 

Well-designed patch cable 
managers, which house and 
cover patch cords between 
patch panels and devices, 
are a popular options, says 
Brett Femrite, sales man¬ 
ager at Rackmount Solutions 
(866/207-6631; www.rack 
mountsolutions.net). He says 
they are functional in helping 
reduce cable sprawl, and they 
are also bend-radius-compliant 
and offer cosmetic appeal. 

Other cable management 
options include horizontal and 
vertical wire managers (which 
can be mounted on the front or 
rear of your rack or cabinet), 
cable ladders, cable trays and 
conduits, and wire minders 
(rings) that can be mounted on 
any rack system. 

Vertical and horizontal lacer 
bars are also very popular, 
Femrite says. “These bars can 
be mounted on a rack or within 
a cabinet and have slots through 
which Velcro enclosures or 
cable wraps are routed to hold 
groups of cable,” he says. 


In terms of airflow manage¬ 
ment, blanking panels are one 
of the least expensive fixes 
a user can implement, says 
Craig Watkins, product man¬ 
ager at Tripp Lite (773/869- 
1234; www.tripplite.com). “A 
simple blanking panel will do 
wonders for cooling a specific 
rack or row.” 

Get The Right Fit 

Not all cable manage¬ 
ment products or blanking 
panels will fit in every rack. 
For example, cable manag¬ 
ers sometimes fit in specific 
mounting holes that could dif¬ 
fer from manufacturer to man¬ 
ufacturer, Watkins says. 

“Users need to ask, ‘Will it 
fit into my rack?’,” he says. 
“Make sure you get the appro¬ 
priate managers for what you 
are trying to accomplish in the 
rack you are trying to accom¬ 
plish it in.” 

Consider Color & Labeling 

Koty says color coding can 
help identify and trace cables 
and simplify management. 
With data cables, use color 
to identify the cable’s role/ 
function or connection type. 
With power cables, use color 
to identify and organize dual 
power feeds for redundant 
power sources. Secure labels 
so they’re accessible but diffi¬ 
cult to remove. Also, maintain 
a spreadsheet that identifies 
the cables and colors, where 



cables come from and go, 
and configurations. 

Plan For Expansion 

Laura Viars, senior sourc¬ 
ing specialist at Rackmount 
Solutions, says to be sure 
your cable management con¬ 
figuration allows for future 
equipment additions. Do this 
by making certain manag¬ 
ers (both in-rack cable man¬ 
agers and external trays and 
ladders or conduits) don’t 
meet or exceed their fill 
capacities. Most manage¬ 
ment options are available 
in multiple sizes, she says, 


ensuring a fit with plenty of 
excess if needed. 

Also seek solutions with the 
flexibility to add new equipment 
or troubleshoot an existing com¬ 
ponent. “Lean toward reusable 
options such as Velcro straps in 
lieu of cable ties and managers 
that allow easy access to their 
contents,” she says. 

If you expect rapid and 
near-term growth, keep cables 
loosely organized during 
implementation by cutting 
down on the bundling and by 
using managers (D-rings vs. 
managers with covers) offer¬ 
ing easier access. 


Checklist 

Know what you need. One of the biggest problems with 
airflow management is cables, says Craig Watkins, product 
manager at Tripp Lite (773/869-1234; www.tripplite.com). 
Make sure the cable and airflow management tools you buy 
route cables off to the sides, away from the air intake of the 
mounted equipment, he says. Also remember that air will take 
the path of least resistance. “Block off the open spaces and 
force the air through the equipment, not around it.” 

The basics. Laura Viars, senior sourcing specialist at 
Rackmount Solutions (866/207-6631; www.rackmountsolutions 
.net), says no matter the size of installation planned, you’ll likely 
need basic management items such as vertical managers to 
bundle cable along the height of the racks/cabinets; horizon¬ 
tal managers to bring the cabling neatly from the drop to the 
equipment; and Velcro straps to bundle cables as needed. 

Testing. Pre-test all cable before installing, says Ken Koty, sales 
engineer at PDU Cables (866/631-4238; www.pducables.com). 
Once installed, it’s more difficult to test and identify problems. 
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Buying Tips: 

Fire Protection 



Fire protection systems 

aren’t just something you can 
put in during data center con¬ 
struction and forget about. As 
you invest in new technologies 
such as consolidation or hot 
aisle/cold aisle containment, 
your fire protection system can 
quickly become outdated and 
inadequate. Here’s what you 
need to know when selecting a 
fire protection system for your 
data center. 

Understand The Basics 

Chris Jelenewicz, P.E., engi¬ 
neering program manager at 
the Society of Fire Protection 
Engineers, says there are sev¬ 
eral factors to consider when 
installing fire protection sys¬ 
tems, including the building’s 
structure, occupants, first 
responders, and equipment. 

Jelenewicz says both active 
fire systems (sprinkler, gas¬ 
eous, alarm and communica¬ 
tions, smoke management, etc.) 
and passive fire systems (fire 
doors, walls, etc.) are necessary 
to protect people, property, and 
structures. Both system types 
“should be designed so that 
they work together as one com¬ 
plete fire protection system.” 

Melanie Davy, analyst at 
Info-Tech Research Group, 
says at a minimum, a data cen¬ 
ter must have a sprinkler sys¬ 
tem, fire detection and alarm 
components, portable fire 
extinguishers, and emergency 
power-off abilities (according 


to NFPA 75). Other forms of 
protection, such as clean-agent 
suppression systems, are clas¬ 
sified as add-ons. 

Fire protection is gener¬ 
ally divided into water and 
non-water options. The obvi¬ 
ous downside to using a sprin¬ 
kler system is that electronic 
devices and water can be a 
bad combination, especially 
in situations that are started 
by electrical fires. Thus, most 
data centers opt to go with a 
clean-agent or aerosol-agent 
suppression system, which is 
designed to leave no residue 
and is safe for both electronics 
and people, unlike some chemi¬ 
cal-based fire protection. 

Get The Right System 

When selecting a protec¬ 
tion system, install the best 
system for the given applica¬ 
tion. This requires contemplat¬ 
ing many factors, Jelenewicz 
says, including the type and 
number of occupants in the 
building, the ease of system 
maintenance, and if an ade¬ 
quate water supply is avail¬ 
able. Additionally, consult a 
fire protection engineer to help 
select the right system and pre¬ 
pare the design, installation, 
and maintenance requirements, 
he says. 

Be sure to note portions of the 
protection system that are man¬ 
datory vs. best practice, Davy 
says. For example, although 
smoke detectors are mandatory, 


it is a best practice to install both 
heat and smoke detectors. 

Check For Alert Choices 

You’ll need to know at 
what stage during a fire the 
detection system should trig¬ 
ger the suppressant to release. 
Effective detection is key, as 
the suppression system is only 
as good as the detection sys¬ 
tem initiating the release. 

Invest in a smoke and fire 
detection system that can alert 
employees and IT staff to prob¬ 
lems. Some models are capable 
of detecting the various stages 
of a fire, such as visible smoke, 
flaming fire, and intense heat, 
to allow you to set off alarms 
or activate various stages of 
fire protection. 

Check For Applicable 
NFPA Regulations 

The NFPA, or National 
Fire Protection Association, 


regularly releases codes 
and standards related to fire 
protection across multiple 
industries and building envi¬ 
ronments. For data centers, 
it isn’t necessary to memo¬ 
rize every single regulation, 
but there are some helpful 
ones to be aware of. 

NFPA 75: Standard for the 
Fire Protection of Information 
Technology Equipment, 
2013 Edition, according to 
the NFPA, addresses require¬ 
ments for rooms or areas with 
computer installations needing 
fire protection, including sup¬ 
pression, detection, and build¬ 
ing construction. 

NFPA 2001: Standard 
on Clean Agent Fire 
Extinguishing Systems, 2012 
Edition, offers information 
on purchasing, designing, 
and testing gaseous fire sup¬ 
pression systems, according to 
the NFPA. 


Checklist 

Make sure the system fits the room. Find a smoke/fire 
detection system that meets your needs in terms of stages of 
fire protection and number of physical detection locations. 

Special considerations for clean-agent systems. Research 
the various clean-agent suppression options and make sure 
your sprinkler system can work with the clean-agent suppres¬ 
sion system. 

Cut the power. Invest in an emergency power off system to 
shut off electricity when a fire is detected. 
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Buying Tips: 

Data Center 
Cleaning Services 



A CLEAN DATA CENTER is 
crucial to the performance of 
your physical infrastructure 
and the productivity of your 
workforce, but you can’t rely 
solely on your janitorial staff 
to get the job done. For cer¬ 
tain tasks, you’ll want to hire 
a professional who can get the 
job done quickly and with lit¬ 
tle inconvenience. 

Because there’s a lot rid¬ 
ing on your data center, hir¬ 
ing the best cleaning com¬ 
pany—with the right quali¬ 
fications and experience—is 
essential. Here’s what to 
look for when hiring a data 
center cleaning service. 

Check A Service Provider’s 
Experience & Reputation 

It’s important that you 
don’t rush in to choosing a 
data center cleaning service, 
because there are multiple 
factors to consider that may 
make one firm fit your needs 
better than another. Not 
every data center is created 
equal, and many data centers 
have unique cleaning needs 
that not all cleaning services 
can address. 

You should research what 
cleaning firms offer and also 
look at their reputation and 
guarantees. You must make 
sure the provider has years 
of training in cleaning data 
center environments, includ¬ 
ing floors, ceilings, cases, 
internal components, and 


much more. In addition, 
cleaning companies should 
follow ISO 14644 standards, 
have experience cleaning 
ISO class 8 environments, 
and know how to address 
airborne contamination and 
particulate migration. 

To help narrow your list 
of choices and assist you in 
making an informed deci¬ 
sion, also find out exactly 
what services a cleaning 
firm offers and what kind of 
quality you can expect. The 
cleaning service should also 
be able to provide a detailed 
list of what it cleans and how 
thorough it will be. 

Understand Your Costs 

Cost for cleaning varies 
depending on what a provider 
offers as well as its reputa¬ 
tion. But don’t let price fool 
you. A lot of factors go into 
the overall price of a cleaning 
service, and you should make 
sure you get exactly what 
you’re paying for. 

Be sure to look at what is 
being cleaned for the price 
you pay and the level of 
cleaning being performed. 
There may be specific situ¬ 
ations, such as after con¬ 
struction or in the wake of a 
disaster, where you will need 
more in-depth cleaning ser¬ 
vices than on an annual floor 
cleaning. One type of clean¬ 
ing may take more time than 
another, which could affect 


the overall pricing of the ser¬ 
vice, as well. 

Know What To Clean 

Some parts of your data 
center will need to be cleaned 
annually, while others will 
require quarterly or biannual 
cleanings. But it’s a fairly 
safe bet that, at some point, 
everything in your data cen¬ 
ter will need to be cleaned. 
Create a cleaning schedule 
for the building itself as well 
as the equipment and stick to 
the plan. 

Make sure your cleaning 
schedule covers all access 
floors and floor panels, walls, 
ceilings, light fixtures, server 

Checklist 


racks, UPS units, panels, and 
more. The best cleaning firms 
have practices in place that 
will leave no stone unturned. 

Set Clean Policies So Your 
Data Center Stays Clean 

Between cleanings, institute 
policies that limit the access 
employees have to certain 
areas of the data center as 
well as what they can bring 
into the room itself. If you can 
get your employees to treat the 
data center as a sterile environ¬ 
ment and decrease the amount 
of foreign contaminants, it will 
make the cleaning crew’s job 
easier and potentially lower 
your costs. 


Look for certifications. Check to see if your provider 
is a member of the Association of Data Center Cleaning 
Professionals. Also, know what standards, if any, it follows 
for cleaning. 

Understand who will do the cleaning. Require that the 
cleaning service’s employees be background-checked and 
drug-screened. 

Know what will be cleaned. Get a detailed scope of work. 
What will the company clean, and how thorough will it be? 
What kind of quality can you expect? Consider creating a 
cleaning schedule. 

Follow up. Periodically check the work in progress. 

Make sure the data center stays clean. Decrease the likeli¬ 
hood of foreign contaminants by limiting what types of liquids 
and/or chemicals are allowed in the data center. 
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Buying Tips: 

Security 


Security is confusing. 
Combine the variety of secu¬ 
rity solutions on the market, 
the different technologies 
and standards available, and 
a business environment that’s 
increasingly regulated, and it’s 
no wonder finding the right 
security products can be dif¬ 
ficult. Here is some advice on 
what every enterprise needs. 

Start With 

Network Access Control 

A network access control 
solution will limit unneces¬ 
sary access to your company’s 
internal resources. If you can 
prevent outsiders from con¬ 
necting to your network, then 
there is a much smaller chance 
of a security breach. 

Network access control 
systems can also be used to 
monitor the mobile device 
connections of employees 
working outside the company. 
Smartphones and tablets are 
becoming popular targets for 
hackers, so checking to make 
sure the external connection 
is safe and secure will go a 
long way toward preventing a 
potential intrusion. 

Move Up To 

Unified Threat Management 

A UTM solution goes a 
bit beyond network access 
control by essentially creat¬ 
ing a gateway through which 
all users and data have to 
pass before landing on your 


company’s internal infrastruc¬ 
ture. UTM combines intrusion 
prevention, antivirus, anti¬ 
spam, and many other fea¬ 
tures into one solution to pro¬ 
tect your company. 

Add In Data Loss Protection 

An enterprise data loss 
prevention (DLP) solution 
can “offer a lot of capabil¬ 
ity in terms of preventing the 
egress of data,” says James 
Quin, lead analyst at Info- 
Tech Research Group. Such 
solutions can be expensive, 
so finding existing tools with 
DLP capabilities (up-to-date 
network perimeter UTMs and 
comprehensive endpoint anti¬ 
malware packages) can “deliv¬ 
er at least a moderate level of 
protection without the exces¬ 
sive cost,” he says. 

Don’t Forget Email Security 

Receiving malware-filled 
messages can result in the infec¬ 
tion of one computer or the 
infrastructure of the entire com¬ 
pany. And sending messages 
with sensitive information no 
matter what the reason is always 
a dangerous proposition. 

As one of the most basic 
measures, every company 
should have some form of 
encryption attached to its 
email systems. Encryption 
helps ensure that even if an 
email is intercepted, it is less 
likely that a hacker will be 
able to mine anything from it. 


Along with encryption, you’ll 
want to invest in an antivirus 
program to protect servers and 
endpoints against malicious code 
and viruses. Make sure the pro¬ 
gram you purchase automatically 
downloads and deploys signature 
files all the way to the endpoints. 

Check For Updates & 
Upgrades 

Making certain basic secu¬ 
rity tools are in place is half 
the battle. The other half is 
ensuring antivirus systems, 
hardware, and anything else 
tied to security are continually 
patched and updated. 

Dan Olds, founder of 
Gabriel Consulting Group, 
says IT should take a “mania¬ 
cal” approach toward patch¬ 
ing software and firmware. 
“Unpatched and unmaintained 
systems are the biggest cause 

Checklist 


of security vulnerabilities,” 
he says. 

“The biggest trouble areas 
are systems on the network that 
haven’t been maintained and 
patched to the appropriate lev¬ 
els. There are a wide range of 
devices that tend to fly under 
the radar, including servers, 
desktops/laptops, and network¬ 
ing components. If something 
is on the network and can see 
the outside world, it can end up 
being a vulnerable point that 
can be exploited.” 

One possibility, Olds says, 
is using a network discovery 
tool that tracks down every¬ 
thing on the network and cre¬ 
ates an inventory of items that 
need to be checked and that 
need the latest patches. “This 
is a good project for a new hire 
or intern—provided they’re 
supervised,” he says. 


Check for connections. Does the solution allow you to limit 
access to the network and block unwanted connections? 

Make sure to protect the perimeter. Can the solution pro¬ 
vide a perimeter defense that prevents threats from landing 
on your servers and other internal equipment? 

Encryption is a must. Email makes it easy to infect comput¬ 
ers with viruses and send out sensitive data to hackers, so 
you should invest in a strong email encryption solution. 

Keep systems up to date. Will the vendor help you set up an 
update and upgrade plan that will let you keep your security 
solutions up to date without breaking your budget? 
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PROCESSOR 


Network With Your Peers 
At These IT Training & Association Meetings 
Across The United States 


NOVEMBER 


Cisco CCN Certification 
Training Course 

Nov. 4 

Institute of Professional Learning 
500 W. Cypress Creek Road 
Ft. Lauderdale, Fla. 
www.iplearning.net 

AFCOM New England - 
Boston Chapter 

Nov. 6 

www.afcomnewengland.org 

AFCOM 
North Carolina 

Nov. 12 

8:30 a.m. to 4:30 p.m. 
Marriott at Research Triangle Park 
4700 Guardian Drive 
Durham, N.C. 
www.afcomnc.org 

AITP Richmond 

Nov. 12 

Hilton Garden Inn at Innsbrook 
4050 Cox Road 
Glen Allen, Va. 
www.aitprich.org 


Android 
DevCon Fall 

Nov. 12-15 
Boston, Mass. 
www.andevcon.com 


AITP 

Wheeling 

Nov. 13 
White Palace 
at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP 

Washington, D.C. 

Nov. 14 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 
www.aitpdc.org 

ISSA 

Of Orange County 

Nov. 14 

12 to 1:30 p.m. 

Dave & Busters 
Irvine, Calif. 
www.issa-oc.org 


AITP Long Island NY 
Annual Technology 
Showcase 

Nov. 19, 11 a.m. to 3 p.m. 

The Hilton Long Island/Huntington 
598 Broad Hollow Road 
Melville, N.Y. 
www.AITP-LI.org 


AITP 

Southwest Missouri 

Nov. 19 

High Street Baptist Church 
900 N. Eastgate Ave. 
Springfield, Mo. 
aitpspringfield.org/main.html 


DevOps Live 

Nov. 19, 6 p.m. 

Paladin Consulting Inc. 

3030 Lyndon B Johnson Freeway 
Dallas, Texas 
www.devopslive.org 

AFCOM 

Greater Tampa Bay 
Chapter 

Nov. 20 

12:30 to 4 p.m. 
www.tampabayafcom.com 
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Upcoming IT Events 


AITP 

Northeastern Wisconsin 

Nov. 20 

Holiday Inn Appleton 
105 S. Nicolet Road 
Appleton, Wis. 

new.aitp.org/eventsmeeting-info 

AITP San Antonio Chapter 

Nov. 20 

San Antonio, Texas 
www.aitp.org/group/174 

AITP Twin City 

Nov. 21,7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 

www.aitp.org/members/group_content_ 
view.asp?group=75779&id=125369 

ISSA Inland Empire 

Nov. 22, 6 to 9 p.m. 

Upland, Calif. 
ie.issa.org 

AITP California Southland 

Nov. 27 

Garden Grove, Calif. 
www.aitpcalsouthland.org 


ISSA Baltimore 

Nov. 27 

Concurrent Technologies Corp. 
8530 Corridor Road 
Savage, Md. 
www.issa-balt.org 

DECEMBER 
AITP Wheeling 

Dec. 11 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AFCOM Potomac 

Dec. 12 

Washington Dulles Airport Marriott 
45020 Aviation Drive 
Dulles, Va. 
www.afcom.com 


AITP 

Washington, D.C. 

Dec. 12 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 
www.aitpdc.org 


ISSA 

Of Orange County 

Dec. 12 

Dave & Busters 
Irvine, Calif. 
www.issa-oc.org 

DevOps Live 

Dec. 17 
6 p.m. 

Dallas, Texas 
www.devopslive.org 

AFCOM 

Greater Tampa Bay 
Chapter 

Dec. 18 
12:30 to 4 p.m. 
www.tampabayafcom.com 

ISSA 

Baltimore 

Dec. 18 

Concurrent Technologies Corp. 
8530 Corridor Road 
Savage, Md. 
www.issa-balt.org 


Do you have an event you’d like to see listed? 
Send an email to feedback@processor.com. 


Processor.com • Vol.35lss.22 • November 1,2013 • Processor® 43 
















Physical Infrastructure 


PROCESSOR 

Solutions Directory 


Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 


To list your company and products, 
call (800) 247-4880. 


Rack 

Solutions 


RackSolutions has been serving the data center market for more than 10 
years. All of our products are designed, engineered, built, and shipped under 
our own roof. We have product solutions available for every major OEM, but if 
one of our existing products doesn’t fit your needs, our top-notch mechanical 
and electrical engineers can create the item you need from scratch, solving 
even the toughest installation design challenges. Best of all, we typically don’t 
charge up-front fees for design services. 

Products Sold: 

• Computer Server Racks 

• Cabinets and Shelves 

• Mounting Products 


(888) 903-7225 I www.racksolutions.com 


Physical Infrastructure 


BayTech 


uuuir 

BayTech was founded in 1976 and, since the 1990s, has developed unique 
products for remote power management. The company uses printed circuit 
board instead of wires for a better, more resilient connection between the data 
center equipment and the receptacle. BayTech provides an extensive Web site 
with brochure downloads, warranty information, and reseller support and also 
offers evaluation units for data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 


(800) 523-2702 I www.baytech.net 


Physical Infrastructure 



Since 1979, Simplex Isolation Systems has been setting new design standards 
in modular expandable cleanroom components, isolation curtains, hardware, 
and new product development. Fontana, Calif.,-based Simplex’s unique strip 
doors and mounting systems are designed for quick installation. Simplex 
parts and materials perform with optimum efficiency, last longer, and save you 
money. And with Simplex, you are always backed by industry expertise, 
product knowledge, and the best warranties in the market. 

Products Sold: 

• Cleanrooms • Strip doors 

• Enclosures • Curtains 


(877) 746-7540 I www.simplexisolationsystems.com 


Physical Infrastructure 




Physical Infrastructure 


PDUs 


direct 


SENSAPHONE* 

REMOTE MONITORING SOLUTIONS 


PDUsDirect.com is a Master Distributor of select Server Technology PDUs 
for server and networked environments. PDUs Direct’s basic, metered, and 
switched Rack PDUs provide local and remote power management, power 
monitoring, and environmental monitoring. We pride ourselves in offering 
industrial-grade quality products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest purchase process. We are 
the Power Behind the Business. 

Products Sold: 

A complete line of metered and basic PDUs, and 20A switched PDUs. 


(888) 751-7387 I pdusdirect.com 


Sensaphone has been designing and manufacturing remote monitoring 
systems for more than 25 years and has more than 300,000 of its products in 
use. Sensaphone’s product lineup offers a full range of devices with a broad 
number of features and applications designed to monitor your entire infrastruc¬ 
ture and alert you to changes. All product engineering functions, including 
hardware and software design and circuit board layout and assembly, are 
performed at the Sensaphone facility in Aston, Pa. 

Products Sold: 

Remote monitoring solutions that provide email and voice alarm notification 
for problems related to temperature, humidity, water detection, power failure, 
and more. 


(877) 373-2700 I www.sensaphone.com 
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Physical Infrastructure 


Physical Infrastructure 


< HM CRAGG 

Quality People. Quality Power. 

As an integrator and master distributor providing quality power solutions, HM 
Cragg has built a reputation as the company that delivers innovation to aid and 
satisfy its customers. HM Cragg was founded in 1968 and is 100% employee- 
owned, focusing on quality people and exceptional products. 

Products Sold: 

• AC and DC power solutions (UPSes, power distribution) 

• Control and monitoring (environmental and power) 

• Connectors and cables (cord sets, ePDU cables) 

• Cooling and Racks (airflow management, portable cooling) 


(800) 672-7244 I www.hmcragg.com 


.♦V RACKMOUNT 

V* SOLUTIONS 

Rackmount Solutions’ mission is to listen to the IT engineer’s specific needs 
and deliver superb-quality, high-performance products through continuous 
product innovation and operational excellence. We pride ourselves in providing 
quality customer service, products that fit your IT requirements, and solid value 
for your money. 

Products Sold: 

• Wallmount and server racks and cabinets 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 


(866) 207-6631 I www.rackmountsolutions.net 


Physical Infrastructure 


HIND^ 

CONNECTION PERFECTION 

LINDY USA specializes in cables, adapters, electronics, and accessories for 
computer, networking, and audio video applications. Since 1932, Lindy has 
supplied high-quality interconnects to customers in commercial, telecom, and 
residential markets. What sets us apart is our complete dedication to innova¬ 
tion, performance, and reliability. Our cabling products are truly outstanding. 

Products Sold: 

• Networking Products • Audio / Video • KVM 

• Sharing, Converting, Extending • USB and FireWire • Input Devices 

• Hardware and Security • Add-On Cards • Power 

• Cables • Adapters • Much more! 


(888) 865-4639 | www.lindy-usa.com 


Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support Systems is an independent 
designer and manufacturer of enclosure cabinet solutions, technical computer 
furniture, and modular racking systems. The company’s products are designed 
to promote organization in the workspace and to increase the productivity of 
computers, peripherals, and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 

Products Sold: 

• Racks • Computer desks 

• Enclosures/cabinets • Cable management 

• Motorized workstations • Power management 

• Flat-panel arms 


(888) 222-7270 | www.hergo.com 


Physical Infrastructure 



TRIPPUTE 


DATA CENTER SOLUTIONS 


Tripp Lite is a leading manufacturer of products that power, connect and pro¬ 
tect computers and other electronics. Founded in 1922, it is best known for its 
Uninterruptible Power Supply (UPS) Systems and Isobar® Surge Suppressors 
(with over 18 million sold). 


Products Sold: 



• UPS Systems 

• UPS Batteries 

• PDUs 

• Cables 

• Surge Protectors 

• KVM Switches 

• Power Inverters 

• Racks & Enclosures 



(773) 869-1234 | www.tripplite.com 


Physical Infrastructure 


PDU ^ Cables” 

Innovator in data center efficiency 

PDU Cables is the leading supplier of power distribution cables assemblies to 
data centers in North America. PDU Cables has been serving this industry since 
1981 and is the first independent cable assembly company to introduce 
colored conduit into the power distribution cable market, the first to get UL 478 
listing, and the first to introduce the Power Cable and Equipment Configurator 
software tool. The company is centrally located in Minneapolis, Minn., allowing it 
to offer 24-hour turnaround and shipping time of just one or two days to almost 
any United States destination. 

Products Sold: 

A range of power cables, cable seals, and power cord assemblies. 


(866) 631-4238 1 www.pducables.com 
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Physical Infrastructure 


A AVTECH 


AUSTIN 

MdHIS 


AVTECH Software, founded in 1988, is focused on making the monitoring 
and management of systems, servers, networks, and data center environ¬ 
ments easier. AVTECH provides powerful, easy-to-use software and hard¬ 
ware that saves organizations time and money while improving operational 
efficiency and preparedness. AVTECH products use advanced alerting 
technologies to communicate critical status information and can perform 
automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities environment, including 
temperature, humidity, power, flood, room entry, and UPS. 


Founded in 1995, Austin Hughes Electronics Ltd. is a design and manufactur¬ 
ing group that offers a broad range of solutions based around 19-inch rack- 
mount technology. With a wealth of experience, Austin Hughes design and 
development teams are focused to rapidly transform customer requirements 
and market trends into saleable solutions. 

Products Sold: 

• Infra solution Cabinet Smartcard Handles 

• InfraPower Cabinet Intelligent PDUs 

• CyberView Rackmount KVM & LCD Console Drawer 

• Environmental Sensors 


(888) 220-6700 I www.AVTECH.com 


(510) 794-2888 I www.Austin-Hughes.com 


Physical Infrastructure 


ITWatchDoqs 


ITWatchDogs manufactures environmental monitors that help prevent downtime 
from climate- and power-related issues. Its Web-enabled monitors let users keep 
an eye on remote conditions from a secure Web interface and receive SNMP, 
email, SMS, and voice call alerts when specified alarm thresholds are exceeded 
for external factors, including temperature, humidity, airflow, power failure, smoke, 
water detection, and more. 

Products Sold: 

• Climate monitors 

• Power monitors 

• Digital and analog sensors 

• IP surveillance cameras 


(512) 257-1462 I sales@itwatchdogs.com I www.itwatchdogs.com 


Servers 


CH6NBRO 

Chenbro is a leader in enclosure solutions, selling its products primarily to 
system integrators and OEM and channel partners. The company’s extensive 
research and development efforts help it to keep its competitive edge and 
maintain market leadership, with special focus on thermal, EMI, and acoustic 
solutions. Taiwan-based Chenbro has offices in the United States, UK, The 
Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation chassis, rackmount 
chassis, and HDD enclosures. 


(909) 947-3200 I www.chenbro.com 


| Servers I 


| Servers I 

&>\ SERVER. 

Omonkey 

1 ^ J. com 


SUPERMICR#’ 

ServerMonkey stocks and delivers new and refurbished servers and 


Supermicro® (NASDAQ: SMCI), the leading innovator in high-performance, 

networking equipment. Our blend of low prices, high quality, and exceptional 


high-efficiency server technology, is a premier provider of advanced server 

service offers a unique opportunity for corporate IT groups to economize 


Building Block Solutions® for enterprise IT, data center, cloud computing, HPC, 

without compromising. 


and embedded systems worldwide. Supermicro is committed to protecting the 
environment through its “We Keep IT Green®” initiative by providing customers 

Products Sold: 


with the most energy-efficient, environmentally-friendly solutions available on 

• Dell, HP, and other Servers 


the market. 

• Workstations 


Products Sold: 

• Storage 


• Servers • Network switches • GPU servers 

• Processors 


• Motherboards • Storage solutions • Embedded 

• Server Accessories 


• Chassis • Blade servers 

(713) 430-2182 1 www.servermonkey.com 


(408) 503-8000 1 www.supermicro.com 
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Services 


Equipment Dealer 


o 


MAINSTREAM 

TECHNOLOGIES 

MANAGED SERVICES • CUSTOM SOFTWARE • HOSTING 


Mainstream is a unique brand in the IT sector offering hosting, managed 
services, and custom software development. We have a 17-year track record 
with steady growth, landing on the Inc. 5000 list of fastest-growing private 
companies for the past two years. Hosting capabilities include our flagship Little 
Rock Data Center, a perfect solution for a secondary site. It is affordable and 
secure, with flexible options to match your availability and cost requirements. 
Added value includes smart hands, live support and flexible contract terms. 
Additional options include our managed services, designed to free up your IT 
staff so they can focus on your mission critical functions. 


Products Sold: 

• Co-Location 

• Cloud & Virtual Hosting 

• Managed Hosting 

• Custom Software Development 


(501) 801-6700 I www.mainstream-tech.com 



In 1987, Pegasus Computer Marketing started providing mainframe products to 
the end-user market. What began as a sales-only organization soon adapted to 
offer in-house repair and refurbishment. During the past 10 years, Pegasus has 
focused primarily on the point-of-sale and barcode industries, buying, selling, and 
providing service contracts for anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 


(800) 856-2111 I www.pegasuscomputer.net 
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